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IN BRIEF 

TECHNOLOGY NEWS 



FEDERAL AGENCIES 
PREPARE FOR "BIG FIVE" 
TECHNOLOGIES 

> A new report from MeriTalk identi- 
fies the most popular IT deployments 
as data center consolidation, mobility, 
security, big data, and cloud computing. 
According to the report, most federal 
agencies are planning deployments 
in these five areas within the next two 
years, and network managers gener- 
ally agree that their network loads will 
increase by 79% as a result, with 59% 
anticipating that such deployments 
will exceed their networks' capacities. 
Additional findings include these asser- 
tions from network managers: 

• 84% say Big Five deployments made 

today would put their networks at risk for bottlenecks 

• 12% say their agency's network is currently prepared for Big Five deployments 

• 70% fear security risks as a result of Big Five deployments 

• 46% expect network latency issues following Big Five deployments 




PC MARKET DECLINES 
CONTINUE BUT BEAT 
IDC'S FORECAST 

> Research firm IDC had forecast that 
global PC shipments would decline 
9.5% in Q3 2013. Shipments did de- 
cline, but at -7.6% the market fared 
almost 2% better than IDC antici- 
pated, with 81.6 million units shipped. 
"Despite being a little ahead of forecast, 
and the work that's being done on new 
designs and integration of features like 
touch, the third quarter results suggest 
that there's still a high probability that 
we will see another decline in world- 
wide shipments in 2014," says Loren 
Loverde, vice president for IDC's 
Worldwide PC Trackers. In IDC's (and 
other research firms') judgment, the PC 
category includes desktops, worksta- 
tions, and laptops, but does not include 
handhelds and tablets. 




SOFTWARE STORAGE 
REVENUES REFLECT 
EFFICIENCY EMPHASIS 

> Companies spent 4.1% more on se- 
curity software in Q2 2013 than in the 
same quarter last year, with total rev- 
enues for this year's Q2 at $3.5 billion, 
according to IDC. The largest category, 
accounting for $1.3 billion of the total, 
was data protection and recovery soft- 
ware, with revenues in that category 
up 8.9% year-over-year. The smaller 
storage and device management soft- 
ware category, however, is growing 
more rapidly; in that category there was 
9.1% growth and $674 million spent in 
Q2. Overall, companies are investing in 
software that improves efficiency. 




MORE TECHNOLOGY 
PROJECTS BEING FUNDED 
BY BUSINESS, NOT IT 

Line-of-business managers are in- 
creasingly spearheading IT projects, ac- 
cording to research group IDC. In fact, 
IDC found 61% of enterprise technology 
projects are now funded by the busi- 
ness rather than IT department, and 
IDC expects IT spending by business 
units will outpace IT spending by IT 
departments for the foreseeable future. 
IDC offers several ways IT leaders can 
continue to improve their relationship 
with the business, including learning 
the business and unique processes, and 
bringing new process ideas on how to 
run more efficiently. 




LARGE ORGANIZATIONS 
HIRING MORE IT 
CONTRACTORS 

V A new study from Computer Eco- 
nomics examined the use of contract 
workers in IT departments among large 
organizations, which the study defined 
as those with IT operating budgets of 
$20 million or more. Researchers found 
an upward trend in contractor hiring, 
with contractors representing 17% of IT 
staff in 2012 and 15% in 2013. That rep- 
resents a return to years past following 
a drop to 5.5% in 2010 and 6% in 2011. 
The study indicates the trend could be 
temporary, due to organizations hiring 
for such things as mobile app and big 
data projects. 
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TABLET SHIPMENTS WILL SURPASS 
PC SHIPMENTS THIS QUARTER 

> Although PC shipments for the full year will surpass tablet shipments, the fourth 
quarter will be a different story, according to research firm IDC. Analysts there 
say tablet shipments this quarter will outpace shipments of desktop and portable 
PCs combined. By 2015, IDC notes, tablets will outsell PCs on an annual basis. 
IDC reports that shipments in what it calls the worldwide smart connected device 
market — PCs, tablets, and smartphones — will be up 27.8% compared to last year; 
that's down from last year's 30.3% year-over-year growth. Here's a breakdown by 
product category: ■ 201 3 ■ 201 7 




PCs PCs PCs PCs 



COLLABORATION APPS 
ARE BECOMING 
MORE USEFUL 

> Electronic collaboration used to 
revolve primarily around phone 
calls and messaging, says Monica 
Basso, research vice president with 
Gartner. Mobile collaboration tools 
have evolved substantially thanks 
to growing availability of apps and 
mobile Web services for smartphones 
and tablets. The problem is that with 
so many device types, apps, and ser- 
vices in the mix, there is fragmenta- 
tion, which is the opposite of what 
is necessary for reliable cross-plat- 
form collaboration. Gartner sees this 
coming to an end, though, by around 
2016, at which point it expects most 
collaboration apps will be widely 
available across most device types. 




HIRING FORECAST 
SHOWS SOME STAFF 
EXPANSION 

> About 11% of CIOs expect to expand 
their IT staffs in the fourth quarter of 
this year, according to Robert Half 
Technology, down 1% from the pre- 
vious quarter. About 5% of CIOs plan 
to reduce their IT staffs, 19% will be 
putting hiring plans on hold, and 65% 
will be hiring only for open IT posi- 
tions. The survey shows optimism 
among CIOs, though, with 86% of 
CIOs saying they are either somewhat 
or very confident about their com- 
panies' growth prospects during the 
fourth quarter and 64% expect their 
organizations to invest in IT projects. 




MOBILE USERS LOOK 
TO THEMSELVES FOR 
ENSURING PRIVACY 

>* According to a June 2013 Harris 
Interactive survey of smartphone users 
in the U.S., respondents are concerned 
about mobile data privacy, particularly 
in the areas of banking, shopping, and 
using social networks via mobile de- 
vices. In general, 24% say they are al- 
ways concerned about privacy when 
using the mobile Internet, 23% are fre- 
quently concerned, and 41% are some- 
times concerned. When asked who 
is most responsible for that security, 
however, respondents pointed to them- 
selves: 76% say they are responsible for 
securing their mobile data. 




LOCATION-BASED 
SERVICES POPULAR, BUT 
OFTEN SWITCHED OFF 

> Chances are you've used a smart- 
phone to get directions or search for 
other information (say, a good restau- 
rant) based on your current location. 
These and many other activities rely 
on LBS (location-based services), which 
simply means that a mobile website 
or app makes use of your position to 
deliver (ideally) relevant information. 
According to a recent survey from 
the Pew Research Center's Internet 
Project, 74% of smartphone owners use 
LBS, but concerns about privacy have 
prompted 46% of smartphone owners 
to turn off LBS at some point. 
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SENSORS EVERYWHERE 
TO DRIVE UP WIRELESS 
CONNECTIONS 

> Sensors are showing up in just 
about everything — utility systems, 
household appliances, construction 
vehicles, entertainment systems, you 
name it — and as that market grows, so 
does the number of M2M (machine- 
to-machine) wireless connections. 
According to new research from Berg 
Insight, the number of mobile con- 
nections used for M2M wireless com- 
munications will grow to 164.5 million 
this year and 489.2 million by the end 
of 2018. Those figures are worldwide, 
but will be driven by the East Asia, 
Western Europe, and North America 
markets, researchers say. Berg Insight 
believes connected enterprise and big 
data analytics initiatives will be the 
two main trends guiding this industry. 



MOBILE APPS MORE POPULAR FOR 
HOTEL RESERVATIONS 

> In a recent survey conducted by Hospitality Technology, hotels reported in- 
creases across the board in their use of digital technologies for interacting with 
customers in 2013 compared to 2012. The increased use of mobile websites, par- 
ticularly to make reservations, marked the most significant year-to-year change. 
These additional results from Hospitality Technology's survey of 5,705 hotels 
around the world show the prevalence of certain features on hotel mobile apps: 



72% 


Room Reservations 


25% 


Guest Social Media Integration 


50% 


Property Searches (Non-GPS) 


16% 


Daily Deals 


44% 


Real-Time Feedback Via Guest Surveys 


13% 


Interactive Way-Finding 


41% 


Area Information 


9% 


Coupons 


38% 


Property Searches Using GPS 


9% 


Mobile Check-In & Check-Out 


38% 


Loyalty Account Access 


9% 


Schedule Wake-Up Call 


34% 


Restaurant & Spa Reservations 


6% 


Access To Bill 


28% 


Property Maps 



REPORT SHEDS LIGHT 
ON THE FUTURE 0FAPP 
DOWNLOADS 

>■ Although mobile app stores will 
see fairly dramatic growth in both 
downloads and revenues over the 
next couple of years, Gartner expects 
that growth will slow in later years. 
'The average downloads per device 
should be high in early years as users 
get new devices and discover the apps 
they like. Over time, they accumulate 
a portfolio of apps they like and stick 
to, so there will be moderate num- 
bers of downloads in the later years/' 
says Sandy Shen, research director at 
Gartner. Average monthly downloads 
per iOS device will decline from 4.9 
this year to 3.9 by 2017; Android users 
currently download an average of 6.2 
apps per month per device, which 
will decline to an average of 5.8 apps 
by 2017. This year, Gartner predicts 
downloads will reach 102 billion (up 
from 64 billion in 2012), and revenues 
will reach $26 billion (up from $18 bil- 
lion last year). Free apps will account 
for 91% of all downloads this year. 



COMPANIES LEADERS 
SEE OPPORTUNITY, 
VALUE OF BIG DATA 

There is some real substance be- 
hind the hype of big data, says Lisa 
Kart, research director at Gartner. 
A recent Gartner survey shows that 
64% of organizations are either in- 
vesting or planning to invest in big 
data technology this year. About 30% 
of those companies have already in- 
vested in big data technology, 19% 
plan to invest within the next year, 
and 15% plan an investment in the 
next two years. "Our survey under- 
lines the fact that organizations 
across industries and geographies 
see 'opportunity' and real business 
value rather than the 'smoke and 
mirrors' with which hypes usually 
come," Kart says. Big data invest- 
ments typically go through several 
stages: knowledge gathering, strategy 
setting, proof of concept, then de- 
ployment. "For big data, 2013 is the 
year of experimentation and early 
deployment," says Frank Buytendijk, 
research vice president at Gartner. 



UPDATED STANDARD 
AIMS FOR GREATER 
CLOUD SECURITY 

> As cloud computing use expands, 
so do demands for greater security 
controls from both cloud providers 
and customers. Providing a standard 
way to assess cloud-centric informa- 
tion security risks is the goal behind 
the Cloud Security Alliance's CCM 
(Cloud Controls Matrix). The CSA 
recently released version 3.0 of its 
matrix, which adds new control do- 
mains to help address security risks 
affecting cloud data access, the trans- 
ferring of data in the cloud, and the 
securing of cloud data, among other 
things. "The decision to use a cloud 
service distills down to one ques- 
tion, 'Do I trust the provider enough 
for them to manage and protect my 
data?'," says Sean Cordero, co-chair 
of the CCM Working Group. "For 
customers, [CCM] acts [as] a catalyst 
for dialogue about the security pos- 
ture of their service providers, some- 
thing that before the CCM existed 
was impossible." 
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STARTUPS 



STARTUP OFFERS NEW TAKE ON WIRELESS 
COMMUNICATIONS 

> Wireless bandwidth is becoming increasingly crowded, and the problem will 
only get worse as the number of smartphone users, and the demands they place on 
today's 4G cellular networks, continue to skyrocket. Part of the issue stems from the 
fact that voice and data signals have always been transmitted only in one direction 
on any one band. Kumu Networks was founded by a group of Stanford researchers 
who say that they can 
double the capacity 

of cellular and Wi-Fi ^P^^P I 

connections, using a UmF^ ■ 

combination of chips ^^^^ 
and proprietary al- 

gorithms to make it ^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^ 
possible to carry two- i^j p- \Af I - I D Y£ C 

way traffic simulta- ^ 1 VV I— I H£ IV a 

neously in any given 

band. Kumu says that it has already successfully tested prototypes of its technol- 
ogy, and plans to hold field trials with unnamed partners within the next six 
months. Company spokespersons point out that Kumu's technology could 
improve cell service in crowded areas with poor reception and could also have mili- 
tary applications. 



CYBERSECURITY FIRM 
ANALYZES ADVANCED 
THREATS, GETS $30M 

> Foreign hackers (and that's most 
of them, given that analysts say many 
cyber attacks originate in China and 
Indonesia) may be about to encounter 
a powerful and well-funded enemy. 
Irvine, Calif.,-headquartered secu- 
rity firm CrowdStrike has secured 
$30 million in funding from ven- 
ture capital firms Accel Partners and 
Warburg Pincus. Headed by former 
McAfee executives George Kurtz and 
Dmitri Alperovitch, CrowdStrike's 
leadership includes Shawn Henry, 
who previously headed the FBI's cy- 
bersecurity operation. The company, 
with offices in California and the 
Washington, D.C. area, offers penetra- 
tion testing, incident response, and 
adversary assessment. 
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CAMBRIDGE UNIVERSITY 
SUPPORTS TECH 
STARTUPS IN THE UK 

> The UK's Cambridge Innovation 
Capital has launched a £50 million 
fund (about $80 million, U.S.) aimed 
at helping high-tech startups develop 
their ideas and technology. The fund 
will be invested over three years, and 
disbursements should begin by the 
end of 2013. A press release from Cam- 
bridge University notes that the fi- 
nancing "will help companies bridge 
the critical middle stage of commer- 
cial development, the so-called Valley 
of death/ " Spokespersons noted that 
Cambridge is aiming at a long-term in- 
vestment strategy that could stretch to 
between seven and 15 years and that it 
intends to appoint at least one director 
to each company in which it invests. 



SKimBSX 



STARTUP AIMS TO MAKE 
YOUR INBOX SMARTER, 
SUPPORTS EXCHANGE 

> We're all buried in email, much of it 
of suspicious provenance and the rest 
of varying importance. Still, some of it 
is crucial to our lives, which is why we 
find ourselves slogging through all of 
it in order to separate the wheat from 
the digital chaff. Watertown, Mass.,- 
based Skimbox promises "smart email 
for busy people." The company's 
Gmail- and Exchange-compliant mo- 
bile apps are aimed at both consumers 
and enterprise users. Skimbox allows 
users to classify emails, and the com- 
pany says that the app learns which 
sorts of emails you feel are important 
(which it places in your "mainbox") 
and which one can be deferred or 
placed in a "skimbox" folder. 




ERN 

BIG DATA STARTUP WITH 
MERCHANT & PAYMENT 
FOCUS RAISES $1M 

> With its latest ($1 million) round of 
funding, London-based ERN has now 
raised a total of $5.6 million in private 
investor seed funding and will use 
that injection of capital to help finance 
its expansion into the Asian market. 
Former American Express head of 
global marketing Brian Thorn will 
head up ERN's operations in Asia. 
The company's big data analytics plat- 
form allows banks, credit card issuers, 
and merchants to provide targeted of- 
fers to customers who opt-in to a "loy- 
alty" program. ERN's first major client 
is TRDP (The Retail Data Partnership), 
which supplies a network of more 
than 1,500 independent merchants in 
the UK. 
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The Public Cloud Option 

Amazon Web Services Offers An Alternative To On-Premises Infrastructure 



You'd have to search far and wide 
to find someone with a bit of knowl- 
edge about online shopping, the 
world's top brand names, or tech- 
nology in general who isn't aware of 
Amazon. It might be a tall task to find 
a shopper who hasn't made at least 
one purchase (including possibly 
one of the company's own Kindle 
devices) at some point through 
Amazon.com. In short, it's entirely 
accurate to state that for numerous 
and wide-ranging reasons Amazon is 
a modern-day trailblazer that has as- 
cended to the top of the online retail 
mountain. 



Amazon's reach, however, ex- 
tends far beyond dealing in consumer 
goods. With Amazon Web Services 
( aws.amazon.com ), the public cloud 
computing platform the company 
launched in 2006, Amazon has estab- 
lished itself as what most industry 
experts agree has become the world's 
largest and most profitable public 
cloud services provider. Amazon it- 
self claims to have hundreds of thou- 
sands of customers that are now using 
its AWS solutions. That customer list 
includes all business size categories: 
startups, small businesses, enter- 
prises, and governmental entities. 



Other sources, meanwhile, state 
AWS now hosts upward of 1 mil- 
lion websites, 9.3 million host names, 
and more than 5% of the 1,000 bus- 
iest global websites. In April, the 
Amazon Web Services Blog published 
an eye-opening post that illustrated 
the extent of which the cloud-based 
Amazon S3 (Simple Storage Service) 
is used, claiming Amazon S3 was 
now storing more than 2 trillion ob- 
jects and was "regularly peaking at 
over 1.1 million requests per second." 
For those keeping track at home, the 
amounts to 1,481 objects for each of 
China's 1.35 billion citizens. 



Key 
Points 



Amazon launched its 
Web-based Amazon Web 
Services cloud computing 
platform in 2006; it's now 
widely considered the most 
profitable and the biggest in 
terms of capacity. 



In addition to en- 
terprises, startups, 
small businesses, and 
various federal and 
governmental entities 
are all users of AWS 
various servcies. 



Beyond scalable 
infrastructure and stor- 
age services, AWS has 
services that cover ap- 
plications, databases, 
big data, networking, 
and many other areas. 



In addition to providing 
tools to enable companies 
to develop and deploy Web 
enterprise applications, 
AWS has numerous SaaS 
applications that companies 
can subscribe to. 
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The articles that follow go into fur- 
ther detail about the Amazon S3 ser- 
vice, as well as other AWS Web-based 
services available for applications, 
backup and storage, archiving, disaster 
recovery, and big data. 

THE ESSENCE 

Amazon S3 is a good example of 
what businesses should expect from 
the cloud-based Web services that AWS 
includes. Amazon S3 provides a cost- 
friendly, scalable, cloud-based storage 
solution that alleviates the chores as- 
sociated with provisioning, deploying, 
managing, mamtaining, and expanding 
on-premises storage. (AWS also con- 
tains the low-cost Amazon Glacier ser- 
vice that's suitable for archiving and 
backup purposes.) 

Arguably, the most notable AWS 
service is Amazon EC2 (Elastic 
Compute Cloud), a Web-based, pay- 
as-you-go solution capable of meeting 
HPC (high performance computing)- 
level requirements. EC2 enables com- 
panies to acquire compute capacity 
quickly in the form of a virtual com- 
puting environment they can scale up 
or down as needed. Companies can 
potentially launch thousands of server 
instances via EC2 that they control 
(via Web service APIs) and on which 
they can deploy scalable Web and en- 
terprise-class applications. 

Where applications are concerned, 
AWS provides a language- and oper- 
ating system-agnostic platform on 
which companies can build and deploy 
Web apps or mission critical enterprise 
apps. Companies can also subscribe to 
SaaS (software as a service, or cloud- 
based software) business applications 
that run on AWS. AWS also contains 
solutions to meet businesses' database 
needs, including Amazon RDS (a fully 
managed relational database service), 
Amazon DynamoDB (a database ser- 
vice, also fully managed), and Amazon 
SimpleDB (a database service ideal for 
smaller data sets). 

For big data needs requiring con- 
siderable computing power, Amazon 
EMR (Elastic MapReduce) provides the 



ability to distribute and process data 
across clusters of server instances built 
on a Hadoop framework. Overall, the 
categories of products and services 
AWS offers run the gamut to include 
application, compute, content delivery, 
database, networking, payments/ 
billing, software, storage, support Web 
traffic, workforce, and other services. 

As Matt Wood, AWS general man- 
ager, data science, says, "today, enter- 
prise customers run virtually every 
workload on AWS, from business con- 
tinuity and disaster recovery to archival 
and analytics." Business line-of -sight 
and corporate IT applications such as 
Outlook, SAP, Oracle, and Adobe ap- 
plications are also well-suited for AWS, 



AWS now 
reportedly hosts 

upward of 1 
million websites 
and more than 
5% of the 1,000 
busiest global 
websites. 



Wood says, as are "Web, mobile, and 
social applications from customers such 
as the New York Times, Unilever, and 
Lamborghini." 

THE BEGINNING 

As legend has it, Amazon built 
AWS based in part on the experience 
it gained maintaining the infrastruc- 
ture it built to support its own online 
retail business, having come to realize 
that its host servers were running 
well below capacity. In essence, AWS 
amounts to Amazon renting out that 
unused capacity, and stacking on top 
of that a bunch of other solutions such 
as database services, application de- 
velopment tools, and other resources 
that help customers build, deploy, and 
run Web-based applications. 



Amazon refers to cloud computing in 
general as "the on-demand delivery of 
IT resources via the Internet with pay- 
as-you-go pricing." That's effectively the 
opposite of spending capital up front 
to purchase, deploy, and configure on- 
premises infrastructure and assuming 
the ongoing management and mainte- 
nance responsibilities. Beyond reducing 
these costs and responsibilities, AWS 
enables companies to provision only the 
capacity it needs but quickly scale that 
up or down as required. 

Further, AWS can help shorten 
provisioning times, enable dedicating 
more resources to driving innovation 
and growing the business, and help 
get products to market faster. Because 
Amazon has multiple geographical re- 
gions, AWS can also help companies 
avoid costs related to physical expan- 
sions. Another benefit AWS customers 
stand to gain relates to economies of 
scale in the sense that as Amazon's 
business grows and its infrastructure 
expands, Amazon passes the savings 
on to customers. 

Among the strengths of AWS that 
Gartner ( www.gartner.com ) outlined in 
its August 2013 "Magic Quadrant for 
Cloud Infrastructure as a Service" re- 
port is AWS having "the richest IaaS 
product portfolio" among providers 
covered in the report and possessing 
"by far the largest pool of capacity." 
Gartner also lists AWS's large tech- 
nology partner ecosystem, its "diverse 
customer base and the broadest range 
of use cases," and AWS's multiple avail- 
ability zones essentially creating "mul- 
tiple data centers in close proximity to 
one another" as other strengths. Overall, 
Gartner declared AWS has more than 
five times the compute capacity in use 
as the aggregate total of the other IaaS 
providers in its report. 

Forrester ( www.forrester.com ) , mean- 
while, stated in its recently released 
"Enterprise Public Cloud Platforms Q2 
2013" report that while AWS's self-ser- 
vice and low-cost strategy might sug- 
gest it isn't enterprise-ready, "Forrester 
surveys peg half its customer base as 
enterprise clients." Forrester states that 
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in recent years, AWS has made con- 
centrated investments to become more 
suitable for enterprise use, particularly 
through "its professional services orga- 
nization, security center, and its raft of 
audits and certifications, which lead the 
market/ 7 

AWS & ENTERPRISES 

When it comes to AWS helping en- 
terprises drive business innovation 
and acquiring infrastructure cost-ef- 
fectively, Wood says "in talking to ex- 
isting, large organizational customers 
such as Shell, Pfizer, NASDAQ, and 
NASA about cloud computing, we 
hear that the ability to deliver com- 
pute, storage, 
and databases 
with utility- 
style metered 
billing provides 
a number of 
benefits." 

The first of 
these concerns 
enterprises 
being able to 
shift from an 
operational 
model that en- 
tails making 
up front capital 

expenditures to embracing a variable 
cost model. This shift helps enter- 
prises plug into AWS's economies 
of scale and "realize lower variable 
costs than they could probably do 
themselves," Wood says. 

By using AWS to dial up needed 
resources whenever required, Wood 
says enterprises can also free them- 
selves capacity guesswork and thus 
achieving much higher levels of re- 
sponsiveness and agility. "With 
AWS, infrastructure can be acquired 
without up front investment and 
can be resized and reshaped to fit 
an organization's changing needs, so 
the ability to respond to changing 
business requirements increases," he 
says. "Experimentation also becomes 
fast and cheap, resulting in a faster 
pace of innovation." 



Wood says AWS also fosters the 
ability for customers to place greater 
focus on their core competency rather 
than on the undifferentiated heavy 
lifting that goes into buying, powering, 
and maintaining on-premises infrastruc- 
ture. This means spending more time on 
"innovation and building a business to 
support the changing needs of their cus- 
tomers rather than on the racking and 
stacking of servers and disks," he says. 
"Finally, customers tell us that with 
AWS they have the ability to be able to 
go global in minutes." This relates to the 
nine regions of infrastructure Amazon 
maintains globally, as well as a high- 
performance, content-delivery network 



information." So much so that in tra- 
ditional environments, companies are 
starting to scope the questions they 
want to ask of their data based on re- 
sources available as opposed to on what 
will "significantly impact the state of the 
art," Wood says. 

Using a utility computing model 
such as AWS lets companies scale up 
the resources required to answer "their 
biggest, thorniest, most impactful ques- 
tions against any size of data set without 
large up front payments, and while 
only paying for what they use," he says. 
"Customers such as Yelp, Razorfish, 
Getty Images, Unilever, Pfizer, 
Schumacher Group, and Illumina have 
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Amazon Web Services 
offers cloud services to 
companies of all sizes. Its 
free tier permits newcom- 
ers to try various AWS 
services free of charge so 
they can make informed 
decisions about how they 
will actually use AWS 
before purchasing. 



that Wood says customers can use to 
easily deploy an application "so that it's 
closely located to their customers any- 
where in the world." 

AWS & DATA 

For organizations large and small, 
data is the lifeblood. Today, effectively 
and efficiently managing and working 
with that data to monetize it is impera- 
tive. A decade ago, says Wood, the cost 
of generating data was sufficiently high. 
"In many fields, from oil and gas to the 
life sciences, the cost of generating data 
has significantly fallen in the past de- 
cade, which means that the economics 
are now favorable that more data is 
being generated," he says. "This places 
tremendous pressure on the infrastruc- 
ture required to collect, store, compute, 
analyze, and collaborate around this 



all built innovative new capabilities 
around AWS." 

For enterprises operating under 
stringent compliance and data secu- 
rity requirements, Wood says secu- 
rity has always been and remains a 
top priority. AWS's wide range of 
infrastructure security certifications 
includes SOC 1 and ISO 27001, he 
says, and AWS has been success- 
fully evaluated at the Moderate 
level for FISMA systems, as well as 
DIACAP and FedRAMP for public 
sector use, he says. Additionally, 
AWS infrastructure has been vali- 
dated as a Level 1 service provider 
under the PCI DSS, he says, "and we 
have customers running secure, regu- 
lated, compliant workloads in a wide 
range of vertical markets, including 
HIPAA, ITAR, CSA, and MPAA." 
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Disaster recovery is one of those 
things you absolutely need but hope 
you never have to use. When plan- 
ning for disaster recovery, it's im- 
portant to remember that not all 
recovery scenarios are alike. For in- 
stance, there may be a large-scale di- 
saster that requires you to recover a 
massive number of backups, or there 
could simply be a few minutes of 
downtime that can quickly add up 
to hours if you don't have a solid 
backup and recovery plan in place. 

It can be expensive to back up your 
data, and it isn't always easy to re- 
cover data if a disaster does occur. 
To meet business demands in this 
area, Amazon focuses not only on 
the storage and backup aspects of the 
cloud, but also on disaster recovery. 
And with Amazon Web Services, the 
goal is to keep data safe so customers 
have access to their data whenever 
(and as soon as) they need it. 

SPEED, ELASTICITY & MORE 

The key to a proper disaster re- 
covery plan is speed. Even if you 
have backups in place and know the 
data is sound, you could still spend 
hours recovering that data if you 
don't have a proper solution in place. 
AWS uses disk-based storage for its 
backups, which means you don't 
have to worry about on-site tape- 
based equipment. Plus, you have the 
option to freely add or delete data 
from that storage when you want to 
without having to manually go in 
and handle the physical media. 

In addition to speed and flex- 
ibility, AWS also focuses on security 



and ease of use. There are multiple 
compliance tools and certifications 
in place for a variety of industries 
and due to the speed of retrieval you 
won't have to worry about meeting 
compliance deadlines in case of an 




audit. AWS also works with a variety 
of partners to give you flexibility in 
what solutions you want to use in 
your deployment. With these tools, 
you can create a cloud-based disaster 
recovery plan that will protect your 
business from major disasters as well 
as nagging downtime issues. 

ALTERNATIVE TO C0L0CATI0N 

Shaw Media, a Canadian media 
and communications company re- 
sponsible for channels such as HGTV 
Canada, Food Network Canada, and 
the History Channel, was seeing 10 to 
20 hours of downtime per month be- 
fore deciding to implement Amazon 
Web Services. With 18 channels to 
broadcast in addition to 20 websites, 
four video-on-demand channels, and 
mobile applications, 10 to 20 hours of 
downtime was unacceptable. 



Shaw Media went with AWS and 
in a matter of 10 months, the company 
fully migrated 29 websites to the ser- 
vice. The result has been an increase 
in average uptime from 98.9% up to 
99.9%, and Shaw Media estimates it 
saves approximately $800,000 per year 
by not having an off-site disaster re- 
covery alternative. 

QUICK RECOVERY, 
MINIMAL DOWNTIME 

What's Up Interactive is a 25-em- 
ployee digital marketing agency with 
100 customers. But in addition to mar- 
keting, the agency provides a man- 
aged website hosting service to all of 
its customers. On top of primary site 
management, What's Up also needed 
to provide disaster recovery and sec- 
ondary sites in case of outages. 

What's Up had two choices. Either it 
could invest more than $1 million over 
the period of a few years to enter into 
a colocation agreement or it could sign 
up for AWS with a focus on backup 
and disaster recovery. The agency de- 
cided to go with AWS, which not only 
spared them colocation costs, but also 
met their need for quick recovery. 

AWS offers 11 9's of durability 
for its customers, which means that 
they should receive an uptime per- 
centage of 99.999999999%. What's 
Up Interactive was also able to set 
up a backup and disaster recovery 
point in AWS's European region just 
in case there was a massive outage in 
the United States. This means that the 
data is safe and the potentially high 
costs of a colocation contract aren't 
passed on to the agency's clients. 
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Planning out internal storage can 
be a tricky proposition because you 
have to think about so much more 
than just storing apps and primary 
data. You also have to consider the 
hardware, the types of drives you 
want to use, how you plan to handle 
backups, and what type of disaster 
recovery goals you need to keep ev- 
erything up and running. 

But in addition to these more ob- 
vious aspects of storage, you can't 
forget about archiving. Backups are 
on the radar more often because 
they are key to preventing down- 
time and absolutely crucial for di- 
saster recovery. However, archives 
are important as well because you 
never know when you'll need a cer- 
tain piece of data, and some compli- 
ance regulations require you to keep 
certain information for an extended 
period of time. 

The problem with archiving is that 
it's difficult to know what to save 
and how long to save it. This often 
forces companies to simply archive 
everything, which leads to massive 
amounts of data and the need for 
even more storage capacity. If you 
happen to be one of those organiza- 
tions that is required to archive vast 
amounts of data or you simply can't 
let go of some pieces of informa- 
tion, then you may want to consider 
Amazon Web Services for your ar- 
chiving needs. 

TWO-FOLD APPROACH 

In addition to cloud storage, 
AWS provides for backup, disaster 
recovery, and archiving. The ar- 
chiving facet is particularly inter- 
esting because Amazon offers two 
approaches. 



The first solution is called the 
Amazon Simple Storage Service (aka 
Amazon S3), which is well-suited 
for companies in compliance-heavy 
industries that may need access to 
archived data more frequently than 
others. Amazon S3 storage is de- 
signed to be fast, secure, and reli- 
able so you know your data is safely 




archived, but also to be easily ac- 
cess in the event of an audit or other 
compliance-related issue. And be- 
cause the average annual durability 
rate of Amazon's Web Services is 
eleven nines (that is, 99.999999999% 
uptime), you know your data will be 
available whenever you need it. 

The second solution, Amazon 
Glacier, might be preferable if you 
don't plan on accessing your archives 
very often, you find that longer re- 
trieval times are acceptable, and you 
need large amounts of storage at 
an affordable price. As with all of 
Amazon's AWS offerings, Glacier is 
a highly durable and scalable cloud 
storage solution that puts a premium 
on cost-effective storage. In fact, you 
can store data on Amazon Glacier 
for as little as $0.01 per gigabyte per 
month. Compare this to the cost of 



the same amount of storage on an 
internal array and it won't take long 
to appreciate the benefit. 

EMAIL & APPLICATION 
DATA ARCHIVING 

In addition to its own services, 
Amazon works with other solu- 
tion providers to offer more func- 
tionality for its cloud platform. 
One such partner is Sonian, which 
offers an Email Archiving solution 
for AWS that makes it easy to back 
up messages, search for data within 
those messages, and replicate data 
quickly to multiple data centers. 
Sonian Email Archiving is also de- 
signed to work with a wide variety 
of email services, including Microsoft 
Exchange. The solution also lets you 
designate retention policies for your 
emails, so you can make sure you're 
only storing as much data as you 
need and nothing more. 

Another vendor that works 
with AWS is TwinStrata, which of- 
fers a cloud storage gateway called 
CloudArray. This solution builds on 
the capabilities of AWS to not only 
make it easier for customers to move 
their data to the cloud, but also to 
access it as needed. Additionally, 
the data is encrypted along the way, 
which is paramount for companies 
migrating particularly sensitive data. 
CloudArray is available as a phys- 
ical or virtual appliance, depending 
on your needs, and can be used to 
safely move application data to the 
cloud for storage or archiving pur- 
poses. Using Amazon S3 or Amazon 
Glacier, you can archive any type of 
data, whether for compliance pur- 
poses or simple retrieval as needed 
in the future. 
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Big data is a primary focus for 
many companies today. Storage so- 
lutions can hold more data than 
ever and businesses are continually 
finding new ways to fill that avail- 
able capacity. But data is essen- 
tially useless unless you are able to 
quickly search through and access 
the specific pieces of information 
you need. That's why Amazon Web 
Services offers numerous big data 
features designed specifically to 
simultaneously ease the burden on 
your internal storage solutions and 
improve the discoverability and 
value of your data. 

AWS for big data allows you to 
gather information from multiple 
sources, including internal appli- 
cations or even your customers' 
social networking sites, and use 
that data to make informed busi- 
ness decisions. Amazon offers its 
DynamoDB solution as a service, 
which enables you to scale your da- 
tabase into the cloud, and thereby 
store and analyze massive amounts 
of data without increasing your in- 
ternal storage footprint and more 
easily categorize that information 
for future use. AWS also supports 
Hadoop, so you'll have access to a 
more open and flexible platform if 
you choose. And if you're looking 
to maximize speed, AWS also pro- 
vides access to terabytes of on-de- 
mand solid-state storage. 

SCALABLE WAREHOUSING 
& PRICING FLEXIBILITY 

Another way that AWS gives 
you more control over your data is 
with its petabyte-scale data ware- 
housing tool, Amazon Redshift. 
This service gives you on-demand 



access to large amounts of capacity 
so you can put all of your relevant 
data sets in one place and analyze 
it using the business intelligence 
query tools you are most comfort- 
able with. And because Amazon 
Redshift is hosted in the cloud, 
most of the administrative tasks 
associated with it are handled by 




Amazon, leaving more time for you 
to focus on the data. 

In addition to warehousing and 
analyzing your own data sets, you 
might also want to consider uti- 
lizing Public Data Sets on AWS. 
Amazon hosts quite a few large 
databases of information that its 
customers can freely access and 
integrate into their existing cloud 
implementations. For example, 
Amazon currently hosts numerous 
science-related data sets as well 
as one that contains metadata for 
more than one million popular 
music tracks. The range of informa- 
tion available offers even more flex- 
ibility and functionality for your 
big data needs and allows you to 
augment your decision-making pro- 
cess with data you might not have 
previously considered. 



AWS isn't just flexible in terms 
of capacity, it also provides quite a 
bit of flexibility in terms of pricing. 
You decide how much capacity 
you need, you decide when to scale 
up or scale down, and you decide 
which services you want to use. This 
is particularly helpful for companies 
that either want to test out an appli- 
cation in a large-scale environment 
or need additional capacity during 
traffic-heavy time periods. 

AWS GETS SHAZAM 
READY FOR PRIMETIME 

Shazam is an interesting enter- 
tainment service and mobile appli- 
cation, especially in the context of 
discussions about big data, because 
Shazam actually analyzes audio 
from your radio or television, sorts 
through all of the available media, 
and then shows you exactly what 
you're listening to or watching. The 
key to Shazam's success is that it re- 
turns valuable information in a very 
short amount of time (usually in a 
matter of seconds). 

As one might imagine, Shazam 
receives quite a bit of traffic 
during normal operating time pe- 
riods, but the company gets even 
more of a spike during the Super 
Bowl. To help handle the extra 
traffic, Shazam enlisted the help 
of Amazon Web Services solutions 
designed specifically for big data, 
including Amazon's DynamoDB. 
In eight weeks, the company was 
able to implement a cloud solution 
capable of handling over 500,000 
writes per second, meaning Shazam 
users were able to discover, tag, and 
share every aspect of the Super Bowl 
event without a hitch. 
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The biggest selling point for the 
cloud has always been the ability to 
pay for the capacity you need rather 
than having to buy servers and other 
equipment to support what your peak 
operating needs might be. Amazon 
Web Services is no different in that 
you'll have access to object, block, 
archive, and cloud gateway storage 
whenever you need it. Instead of 
having to pay for all of your capacity 
up front, you only pay for the re- 
sources you use at any given time. 

AWS also makes it easier to move 
data to and from the cloud. You can 
move data to the cloud using the 
public Internet, take advantage of 
Amazon's AWS Direct Connect tool, 
or use the AWS Import/Export so- 
lution to have Amazon load data to 
the service from your physical storage 
media. But Amazon goes beyond 
cloud storage by also providing data 
security and backups in the cloud. 

DATA BACKUPS IN THE CLOUD 

If you want to back up data from 
applications that aren't hosted in 
the cloud, Amazon offers its AWS 
Gateway so you can securely upload 
information for future recovery. You 
can also use AWS for archiving pur- 
poses, which usually take up quite 
a bit of internal space, for as low as 
$0.01 per gigabyte per month, de- 
pending on how much data you need 
to store. And when you upload data 
to the Amazon S3 or Amazon Glacier 
service, the information is automati- 
cally replicated in different data cen- 
ters in order to ensure the highest 
level of reliability and durability. 



You control where your data is 
stored and can even choose a preferred 
region for the best possible perfor- 
mance. To address regulatory compli- 
ance concerns, AWS has a variety of 
security certifications, accreditations, 




and solutions specifically designed 
to meet the needs for almost any in- 
dustry. Plus, these security services are 
provided free of charge to AWS cus- 
tomers, regardless of how much data 
you store in the cloud. 

STORAGE & BACKUP 
FOR ONE EVENT . . . 

The Indianapolis 500 has been one 
of the more popular racing events in 
the United States for more than 100 
years, but that doesn't mean the 
event organizers aren't willing to 
embrace new technology. In fact, the 
Indianapolis Motor Speedway used 
Amazon Web Services to handle over 
3.1 million online visitors who wanted 
to stream the race online. 

With Amazon's cloud infrastruc- 
ture, and specifically its EC2, the 
IMS was able to mirror its website 



to Amazon's cloud platform instead 
of having to invest in more in-house 
servers. The IMS was also able to keep 
its costs down by monitoring traffic 
and only using the capacity it needed 
at any given time. In the end, the IMS 
was able to cut its initially projected 
costs by more than 50%, mostly due 
to not needing additional servers and 
staff during the event. The IMS also 
stores and backs up thousands of im- 
ages in the cloud, some dating all the 
way back to 1909. 

... OR AN ENTIRE COUNTY 

It has been repeatedly established 
that AWS can be used for short-term 
projects, but the Amazon cloud is fully 
capable of meeting perpetual storage 
needs as well. Take Douglas County, 
Nebraska, for example. It's the largest 
county in the state, with about 500,000 
citizens, and its GIS (Geographic 
Information Systems) department 
handles data covering areas such as 
zoning and property boundaries, 
public safety, infrastructure, and utili- 
ties. In other words, much of the data 
generated by the county, its govern- 
ment, and its citizens will run through 
the GIS at some point. 

The Douglas County GIS now uses 
AWS as its main environment for 
both its geo database and Web server, 
but it also takes advantage of the extra 
capacity for application support and 
testing. For instance, the GIS depart- 
ment is now working on new ways to 
implement mobilization into its busi- 
ness processes by allowing employees 
to upload photos to the cloud from 
mobile devices. 
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On-Demand, Scalable Resources For Development, Deployment & Beyond 



The cloud is well-suited for mass 
data storage, but that isn't the only 
part of your business that can be 
hosted in the cloud. In fact, due to 
its scalability potential and relatively 
low cost for compute resources, 
Amazon Web Services are a great fit 
for applications as well. Instead of 
beefing up your internal infrastruc- 
ture to support existing applications 
or new app development needs, AWS 
will scale up or down depending on 
your capacity requirements. 

In addition to application hosting 
and an environment for app develop- 
ment, Amazon offers Web, mobile, 
and social tools designed to take your 
applications to the next level. You'll 
have access to databases, new content 
delivery approaches, search functions, 
and many other tools that will make 
your applications more attractive to 
customers and employees alike. 

DEVELOPMENT & TESTING 

AWS offers app developers on- 
demand services, including storage 
capacity, databases, and compute 
resources, to make sure that devel- 
opers have ready access to the com- 
puting power required throughout 
the development process. Amazon 
also offers a wide range of VM (vir- 
tual machine) instances that you can 
fine tune to support your application 
in unique ways. You determine how 
much memory or compute capacity 
you need on any given VM and 
whether you want it to run on Linux 
or Windows, and AWS delivers. 

In addition to providing the re- 
sources necessary for development 



and deployment, AWS supports a 
wide variety of programming lan- 
guages, including mobile SDKs, Java, 
PHP, Ruby, Python, and Windows/. 
NET. Rather than investing time and 
money in training employees on new 




programming languages, you can in- 
stead focus on making your applica- 
tions the best they can be. 

COST-SAVING FEATURES 

Along with the typical options for 
scaling capacity up or down manually 
on the fly, you also have the option 
to use Amazon's automated scaling 
feature. This tool will automatically 
scale up your capacity to meet de- 
mand and support the ebbs and flows 
of traffic. If more people are using an 
application at a given time, AWS will 
automatically scale and balance the 
load. And when an application is idle, 
Amazon's automated scaling tool will 
scale down so you only pay for the 
resources you actually use. 

Amazon offers transparency when 
it comes to how much money you 
can save using its Web Services. The 



company offers a TCO Comparison 
Calculator that will help you deter- 
mine whether or not moving an app 
to the cloud will save your organi- 
zation money, and if so, how much. 
You simply describe your current 
on-premises infrastructure setup and 
then Amazon will compare the costs 
of such an arrangement to what you 
will receive using its cloud services. 
It's a great tool for capacity planning 
and for determining ROI objectives. 

SCALABLE & ELASTIC 

Pinterest is among many companies 
that had problems AWS addressed. 
Pinterest offers an online bulletin 
board service that lets its users "pin" 
images, videos, and other Web content 
and share it with their friends, families, 
and followers. The company began 
with a small engineering team, but 
due to increasing customer demand 
(Pinterest now counts more than 70 
million users), it needed access to scal- 
able storage and server resources. 

To help overcome Pinterest's sig- 
nificant increases in resource de- 
mands, the company enlisted the 
help of Amazon Web Services' auto- 
mated scaling, elastic load balancing, 
and other tools. Pinterest now runs 
its entire business on AWS, meaning 
it stores massive amounts of data in 
the Amazon cloud and takes advan- 
tage of AWS's big data analytics ca- 
pabilities. And because Pinterest is a 
global brand, the company also uses 
Amazon's multi-region presence and 
offerings to balance traffic and pro- 
vide the best possible experience for 
its users all around the world. 
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How Transitioning To The Cloud Affects Human IT Resources 



Companies embrace SaaS, PaaS, 
IaaS (that is, software, platform, 
and infrastructure as a service), and 
other flavors of cloud computing for 
numerous, wide-ranging reasons. 
Improving scalability, enabling in- 
novation, making quicker deploy- 
ments, increasing agility in response 
to market changes, providing better 
customer support, and cutting costs 
are just a few of the more common 
reasons for investing in cloud com- 
puting and cloud services. 

Considerable attention has been 
paid to these benefits, as well as to 
the percentage of companies that 



have already adopted cloud ser- 
vices or plan to and why. Less at- 
tention, however, has been given to 
how cloud computing migrations 
directly affect enterprise IT depart- 
ments, whose personnel must learn 
new skills and take on new duties 
before and after cloud migrations. 
Depending on the company and the 
cloud services involved, the impact 
can be dramatic, altering the relation- 
ship between IT and business leaders, 
changing the value perception for 
some IT tasks and staff, and possibly 
bringing changes to the career paths 
of some IT personnel. 



TRANSFORMATION TRAITS 

Characterizing the transforma- 
tion IT departments and personnel 
undergo when companies shift on- 
premises computing resources to the 
cloud isn't necessarily an easy task. 
Much depends on the type of cloud 
service the company adopts. If using 
SaaS, for example, the transforma- 
tion is a logical evolution, says Gregor 
Petri, Gartner ( www.gartner.com ) re- 
search director. In computing's early 
days, he says, companies built their 
own computers and OSes. "Then for 
decades, they built their own applica- 
tion software and ran it themselves. 



Key 
Points 



Migrating on-premises 
computing resources to 
the cloud will require IT 
to focus more on service- 
management issues, which 
requires different thinking 
for some IT personnel. 



IT will need to take on 
more tasks related to 
financial components and 
concepts, contract nego- 
tiations, performance and 
performance management, 
and procurement. 



As most business initia- 
tives are now technol- 
ogy-enhanced or -en- 
abled, IT and business 
leaders will increasingly 
need to form strategic 
relationships. 



Ultimately, as organi- 
zations migrate more 
of their on-premises 
resources to the cloud, 
some IT personnel may 
end up working for cloud 
providers. 
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Now, line of business managers say 
"this is what I want to do, make it happen. 
And if you can't make it happen, I'll find 

some way to make it happen myself 

[T]his is obviously a significant shift in 
approach, and there's going to be some 
human interference with that. It really is 
a significant transformation in most 
enterprises or mid-sized IT shops." 

Jeremiah Caron 

senior vice president of analysis, Current Analysis 



Lately, they bought standard soft- 
ware packages but still ran these 
themselves. Now, with SaaS they 
merely consume the functionality, 
but there's still a lot to do — process 
management, master data manage- 
ment, implementation, user training/' 

With BPaaS (business process as 
a service, which Gartner defines 
as "the delivery of business pro- 
cess outsourcing services that are 
sourced from the cloud and con- 
structed for multitenancy"), the ser- 
vice provider essentially handles 
the entire process for selected areas 
(expense management, payment 
processing, distribution, etc.) so all 
that's left for the company to handle 
is governance, Petri says. When 
using an IaaS or PaaS offering, 
"typically for tasks that make the 
organization unique, that differen- 
tiate it towards its customers," Petri 
says, IT's task often becomes more 
technical and more creative, as IT 
now needs to "automate many of 
the traditional in-house IT opera- 
tions tasks to run automatically on 
the cloud infrastructure." 

Jeremiah Caron, Current Analysis 
( www.currentanalysis.com ) senior vice 
president of analysis, says the fun- 
damental change that migrating 
on-premises computing resources 
to the cloud brings about for IT 
units and IT personnel is they be- 
come less focused on technology 
and technology management and 
maintenance and more focused on 
service management issues. This re- 
quires different skills and a trans- 
formation, "not just in a way that 
the IT services are architected but in 
the way that people do their jobs," 
he says. "And indeed, it may re- 
quire completely different people 
altogether." 

In addition to becoming focused 
on managing the integration of ser- 
vices and service providers, IT will 
also likely become much more inte- 
grated with business processes and 
LOB (line of business) managers to 
construct solutions from the cloud 



services provided as opposed to fo- 
cusing on building and maintaining 
infrastructure upon which business 
managers can or can't make good 
use of, Caron says. "That's really 
the heart of it right there," Caron 
says. "It really is a significant trans- 
formation in most enterprises or 
mid-sized IT shops." 

Caron says some IT departments 
have had the mentality "this is 
what we have, and this what you 
can do." Now, LOB managers are 
saying "this is what I want to do, 
make it happen. And if you can't 
make it happen, I'll find some way 
to make it happen myself." Caron 
says "this is obviously a significant 
shift in approach, and there's going 
to be some human interference with 
that." More sophisticated and en- 
lightened enterprises, he says, "will 
have a nice synergy between the 
business objectives and the tech- 
nologists that support it." 

NEW SKILLS 

In many regards, the cloud 
service-related skills that IT per- 
sonnel must possess are tied to 
project management, including 
needing to select the right supplier 
based on whatever requirements 
the business spells out. While IT 
will still have in-house technology 
requirements to manage, Caron 



says, these tasks will shift to be- 
come more about security, compli- 
ance, customer service, leveraging 
information gathered within de- 
partments or business units to 
improve processes, and the like. 
Ultimately, he says, IT will be 
about having a "tighter link with 
business strategy and less about 
technological skill, support, main- 
tenance, etc. That doesn't go away, 
but in broad terms, that's what 
is happening." 

Beyond IT becoming more busi- 
ness-oriented, Petri believes IT's job 
after cloud transitions becomes less 
repetitive or technical. That means 
"it will again become harder for an 
IT person to move from a bank to a 
hospital to a manufacturing plant, 
just like we saw in the past when IT 
developed in-house applications," 
he says. 

Johna Till Johnson, Nemertes 
Research ( www.nemertes.com ) presi- 
dent and founder, says for an or- 
ganization to really change its IT 
functions when using some com- 
bination of SaaS, IaaS, and PaaS, 
the first thing that must happen is 
IT must receive extremely detailed 
information and insight concerning 
workflows and cost structures. 
"This isn't your standard IT func- 
tion," she says. "Usually IT thinks 
in broad brush, big picture, T need 
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". . . the idea that IT needs to align with 
the business is really outdated and plays 
on a stereotype that's possibly no longer 
valid and potentially was never valid. 
[That said,] there is a potential and 



significant change that's happening, and 
it's not limited to cloud. It's a broader 
change, and I'm seeing happen all the 
time with IT." 

Johna Till Johnson 

president and founder, Nemertes Research 



to get this many boxes and this 
many pipes 7 and leaves the wor- 
rying about line-item components 
to finance/' Instead, IT will need 
a working knowledge of financial 
components and financial concepts. 
"How do you handle depreciation, 
for example? How do convert phys- 
ical servers to virtual servers? How 
do you then model costs for lay- 
ering on management applications? 
All this boils into thinking like a fi- 
nance guy or gal," Till Johnson says. 

Negotiating contracts is another 
skill that IT must take on when a 
company uses non-private cloud 
services, which happens to be- 
long to a category that represents 
a large percentage of cloud service 
adoption occurring among com- 
panies, Till Johnson says. Here, IT 
will need to be able to factor in 
numerous aspects concerning con- 
tracts that it doesn't necessarily do 
when negotiating other contract 
types (such as software and net- 
working contracts). 

These include aspects con- 
cerning SLAs; components that 
go into SLAs; and data protection, 
migration, and ownership issues. 
The last aspects in this list involve 
knowing what happens to com- 
pany data when the hardware it 
is stored on reaches the end of its 
life cycle, what means the provider 
uses to destroy data, and under 
what circumstances the provider 
grants access to data to other par- 
ties (such as government agencies). 

IT will also need to tackle per- 
formance and performance-man- 
agement issues, Till Johnson says. 
Specifically, IT must know what it 
means for a cloud service to per- 
form well, how to verify that a 
cloud service is performing well, 
what reports the service provider 
will provide, and what kind of re- 
ports IT workers require to do their 
jobs. Elsewhere, IT will also need 
to increasingly think like procure- 
ment personnel, she says. "None 
of this is rocket science. It's just a 



matter of sitting down and ham- 
mering out with the provider and 
providers a consistent set of re- 
quirements, but you're going to 
need to work closely with the pro- 
curement folks and think more 
like a procurement person. That's 
a very key capability," she says. 
Ultimately, IT has to "put itself in 
the head of a procurement," trans- 
late procurement-type require- 
ments into IT-type requirements, 
and translate those back in order to 
write a contract that's enforceable, 
she says. 

Finally, Till Johnson says, IT 
must brush up on "flat-out inte- 
gration." For example, she says, 
most companies have just begun 
to think about challenges related 
to single sign-on for cloud ser- 
vices, single sign-on as-a-service, 
integrated security across multiple 
cloud offerings, how to handle in- 
tegration between the company's 
public and private clouds, and 
related concerns. "So it's not nec- 
essarily about writing apps and 
configuring servers," she says. "It's 
actually doing integration work to 
pull all the levels of cloud together 
so that things work." Ultimately, 
Till Johnson says, she doesn't be- 
lieve IT personnel must necessarily 
make a skills shift but rather shift 
their focus and emphasis to do dif- 
ferent tasks. 



THE EVOLVING VALUE OF 
INFORMATION TECHNOLOGY 

As companies move on-prem- 
ises resources to the cloud and 
the focus of IT changes, it's nat- 
ural that IT's value both within 
and outside of the company may 
also change. Caron says there will 
still be a need for programmers, 
network managers, and the like 
as cloud migrations increase, but 
there will probably be decreasing 
need within enterprises and in- 
creasing need at the cloud service 
provider level. "It isn't like their 
job goes away. The jobs just change 
location if you will," he says. 
Within the enterprise, IT compe- 
tence and leveraging IT services 
(regardless of how they're archi- 
tected) have never been more cru- 
cial, he says. So much so that going 
forward, businesses will need to 
derive competitive differentiation 
and drive efficiencies through the 
use of their IT departments. "Is 
[IT's] importance going up because 
of cloud services? If anything, it's 
up. It's certainly as important as it 
is today," Caron says. 

Till Johnson says the notion that 
IT historically hasn't been busi- 
ness-minded is off-base. "Most IT 
[personnel] understand what the 
business is trying to do," she says. 
"Without being too obnoxious 
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When using an IaaS or PaaS offering, 
"typically for tasks that make the 
organization unique, that differentiate 
it towards its customers, [IT needs to] 
automate many of the traditional in-house 
IT operations tasks to run automatically 
on the cloud infrastructure/ 7 

Cregor Petri 

research director, Gartner 



about it, the idea that IT needs to 
align with the business is really 
outdated and plays on a stereotype 
that's possibly no longer valid and 
potentially was never valid. " That 
said, "there is a potential and sig- 
nificant change that's happening, 
and it's not limited to cloud. It's 
a broader change, and I'm seeing 
happen all the time with IT," she 
says. The change is "business has 
suddenly woken up to the fact that 
everything is about technology." 

NEW TECHNOLOGIES 
BRING NEW VALUE 

New and transformative tech- 
nologies — things like mobile de- 
vices (both the growing number 
of capabilities they possess and 
their massive proliferation), M2M 
(machine to machine) technology, 
wireless-enabled sensors em- 
bedded in all manner of appliances 
and equipment, social networks, 
and data pouring into companies 
on a global level — are prompting 
businesses to recognize that there 
is no such thing as a business deci- 
sion that isn't somehow enhanced 
or enabled by technology, Till 
Johnson says. "So, what I'd say is 
happening is business people are 
reaching out and tapping IT on the 
shoulder and saying, 'Explain to 
me where technology fits in the 
business decision. Help me be stra- 
tegic in my business decision. In 
other words, become a trusted ad- 
visor to my strategic business plan- 
ning," she says. "And that's where 
IT feels a little uncomfortable be- 
cause they've gone from literally 
living in this little area where it's 
'Don't worry your little head, tech- 
geek' to now 'I need your help/" 
she says. 

For IT, this change will require 
being prepared to take on ques- 
tions posed in true business terms 
and, Till Johnson says, "solving 
the problem without necessarily 
expecting it or having someone 
release you from your day job of 



keeping the systems running." The 
onus is on IT to understand that re- 
quests from the business will come 
in purely business vernacular, such 
as "Hey, we're thinking about ex- 
panding in Latin America. What 
do we need to be thinking about 
here?" This is the type of request 
that technology professionals will 
need to parse so they can under- 
stand what's being asked, she says. 

TOMORROW'S IT 

Moving forward, Petri says, 
IT departments need to organize 
themselves for the new cloud- 
related roles they're taking on. 
"We call this Hybrid IT, where IT 
both delivers internal services — 
delivered from traditional infra- 
structure and from both private 
and public cloud infrastructure 
and platforms — and brokers the 
use of external services, such as 
SaaS and BPaaS services," he says. 
Simultaneously, as business be- 
comes increasingly digital, some 
portions of IT will work more 
closely with the business, and in 
some cases even become one with 
the business as has been happening 
in some digital startups, he says. 

In terms of direct training IT 
can do to sharpen skills related 
to cloud migration, management, 
and maintenance, Till Johnson 
isn't certain there is any, just as 
the majority of mainframe special- 
ists didn't retrain to become IT 



professionals. "It's more you just 
had a different DNA," she says. 
"As you move to cloud, certainly 
there are people who can make the 
transition. I don't know that you 
can necessarily take a true server 
geek and retool him or her into a 
cloud person." Some IT personnel 
may end up working for cloud 
companies or continue working 
with enterprise back-office systems 
that can't be "cloudified." "But 
you're looking for a new DNA, 
people who are less about the 
specific details of the technology 
and more about the integration is- 
sues and aspects and impacts of 
it. Which is not less technical but 
technical in a different dimension," 
she says. 

If hiring a "cloud guru" from 
scratch, Till Johnson would be 
tempted to seek someone with a 
system engineering background, 
general IT experience, possible help 
desk experience early in her career, 
some data center experience later in 
her career, and maybe a third com- 
ponent "off the beaten path such as 
communication, network, or contact 
center experience to get a "sense that 
this person is really good at looking 
at the big picture and knowing when 
you need to drill down into the de- 
tails." It's possible such a person 
will come entirely from outside tech- 
nology and businesses haven't " fig- 
ured out the obvious places to go 
look for these people," she says. 
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Encryption That 
Makes Sense 

It Isn't An All Or Nothing Decision 



Most organizations are well past 
the stage of deciding if they need en- 
cryption. It's no longer a question of 
whether or not you should encrypt 
your data, instead, it's a question of 
how much encryption do you need, 
and for what data? For your organiza- 
tion, the answer ultimately depends 
on your industry and business re- 
quirements, but one important thing 
to remember is that you shouldn't 
encrypt everything. 



WHAT ENCRYPTION IS 

Encryption relies on software to 
protect sensitive data from outside 
sources that might try to access it. The 
key word here is "software," because 
encryption will take up computing re- 
sources, so the more data you encrypt, 
the more resources you will use. It's 
crucial to secure your data and pre- 
vent it from getting out to the public, 
but it shouldn't be to the detriment of 
overall business performance. 



In addition to taxing your infra- 
structure, encryption too much and 
too often can result in a loss of data 
transparency. Eric Ouellet, research 
vice president with Gartner ( www 
.gartner.com ) says that you have to 
be "judicious as to where you want 
to apply encryption" and that you 
shouldn't just "blindly encrypt" ev- 
erything because doing so can create 
circumstances under which you be- 
come unable to search or index your 



Key 
Points 



Be judicious. Follow in- 
dustry regulations, internal 
company policies, and 
best practices to determine 
what types of data truly 
: require encryption-level 
. : protection. 



There are many types of 
encryption. It's important 
to remember that not all 
types of encryption are a 
fit for different situations. 
Match the encryption to 
the use case. 



Encryption should be 
your last line of defense 
and not your best foot 
forward. Strengthen 
your overall security 
approach and make 
encryption a part of it. 



It's just as important to protect 
data in transit as data at rest. 
Consider using network encryp- 
tion technologies (e.g., VPN, 
server-to-server encryption, 
email encryption) to prevent 
leakage of sensitive data. 
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"Any time the potential exists for sensi- 
tive, privileged or otherwise confidential 
information could be stored on the end- 
point device, whether it be a laptop or a 
USB key, encryption should be consid- 
ered. Many jurisdictions have laws that 
require notification to individuals whose 
information may have been leaked as a 
result of loss and demonstrable use of 
encryption mitigates that need." 

James Quin 

director of research, Info-Tech Research Group 



data. Once you encrypt data, it can't 
be viewed unless you use a crypto- 
graphic key to unlock it. 

By encrypting all of your data, 
regardless of importance, you will 
lose access to important informa- 
tion and essentially block any form 
of productivity. That's why it's so 
important to sit down before you 
start encrypting and prioritize your 
data. Once you do that, you can 
"pick and choose certain elements 
that you need to protect" and find 
the tools that meet those require- 
ments," says Ouellet. 

WHAT DATA SHOULD YOU 
ENCRYPT? 

Companies store more data now 
than ever before, and those data sets 
vary wildly depending on the in- 
dustry and business approach. The 
choice to encrypt certain data is 
much easier than the choice to en- 
crypt other data because you might 
be required to encrypt specific types 
of data "because of some regula- 
tory compliance," says Ouellet. 
Standards, such as PCI for financial 
institutions or HIPAA for health- 
care organizations, mandate the use 
of certain encryption protocols and 
specifically lay out the types of data 
that must be encrypted for security 
and privacy reasons. 

The most common types of en- 
crypted data are customer credit 
card numbers and PII (personally 
identifiable information) generally, 
which often consists of contact or 
location information that can be 
used to search for individuals and 
design targeted attacks. It's abso- 
lutely crucial to encrypt these types 
of information because leakage of 
these kinds of information can not 
only tarnish your company's image 
and result in a mass exodus of cus- 
tomers; it can represent the start of 
an irreparable domino effect that 
could effectively end your business. 

In addition to customer informa- 
tion, Ouellet says that companies 
need to be equally concerned about 



their own internal data. This can 
be intellectual property and related 
documents and files that could be 
used by a third party to replicate 
your products or gain a competi- 
tive advantage. But you also must 
consider your employees, because a 
significant amount of personal em- 
ployee information is stored within 
the organization. 

In their report, "Market Overview: 
Endpoint Encryption Technologies, 
Ql 2013," Chris Sherman and 
Chenxi Wang, Ph.D., write that 
"human resources handle employee 
records that contain PII and PHI 
[protected health information] and 
thus are subject to the same data 
privacy and protection laws as cus- 
tomer data." For example, many 
companies use a direct deposit sys- 
tem to pay their employees electron- 
ically, which means that they have 
hundreds or thousands of bank ac- 
count numbers on file. It's just as 
important to protect that financial 
information as it would be to protect 
a customer's credit card number as 
compromised data in these areas can 
cause a similar level of damage to 
the company. 

It's also important to look at how 
many devices are deployed in your 
organization at any given time and 
determine whether those are vulner- 
able to attacks from outside parties. 



According to James Quin, director 
of research with Info-Tech Research 
Group ( www.infotech.com ), "any time 
the potential exists for sensitive, 
privileged or otherwise confidential 
information to be stored on the end- 
point device, whether it be a laptop 
or a USB key, encryption should be 
considered." For starters, you should 
decide whether certain types of data 
actually need to be stored on those 
devices in the first place. But if that 
potentially sensitive data does need 
to be stored or accessed there, then 
you need to be prepared to imple- 
ment encryption solutions that will 
protect it. 

FULL DISK ENCRYPTION, 
SELF-ENCRYPTING DRIVES 
& MORE 

Quin says "the most common type 
of endpoint encryption is full disk 
encryption." Full disk encryption 
takes all of the guesswork out of the 
process by encrypting every single 
piece of data stored on a hard drive, 
whether it's just a few files or an 
entire operating system. Full disk 
encryption is particularly helpful for 
business travelers, because it is used 
most often with laptops. The com- 
pany doesn't have to worry as much 
about what data is on the drive be- 
cause it can only be accessed by the 
person who has the key. 
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"Organizations need to spend some time 
to make sure they have a process for back- 
ing up and archiving cryptographic keys. 
One of the fundamental issues that can 
happen with encryption is that once you 
encrypt something, if you lose the key, the 
data is shredded. You're never going to 
get it back. Beware of the fact that if you 
do lose the key, it's gone, there are no back 
doors. That's the way these things are 
designed." 

Eric Ouellet 

research vice president, Gartner 



A similar piece of technology is 
the self-encrypting drive, but it's 
slightly different because the encryp- 
tion process itself is automated. Self- 
encrypting drives can be used in a 
variety of applications from desk- 
tops to storage arrays and are par- 
ticularly helpful because companies 
don't have to rely on the employee 
to start the encryption process. 

One problem with self-encrypting 
drives, though, according to Quin, 
is that you "have to make sure they 
can be centrally managed, otherwise 
you run into a situation where users 
encrypt the drive and data in-house, 
forget the decryption key, and es- 
sentially lose all of the data." That's 
why it's critical to back up your keys 
and keep them in a safe place. 

Digging down from full hard 
drive encryption, you'll find a tech- 
nology called file-based encryp- 
tion, which provides users with 
"the ability to encrypt selected di- 
rectories and folders on the com- 
puter," according to Sherman and 
Wang. Instead of encrypting an en- 
tire drive, you get to choose specific 
pieces of data. Sherman and Wang 
write that a major benefit of file- 
based encryption "is that encrypted 
directories or folders remain en- 
crypted even after the system boots" 
and that "decryption only happens 
when the user opens a protected file 
or a designated user authentication 
event occurs successfully." But they 
also point out that this technology 
can be more complex to use than 
other alternatives, so you'll have to 
determine whether it's a fit for your 
business requirements and for the 
employees who will be using it. 

PROTECT DATA IN TRANSIT 

It's important to protect data 
at rest, but you can't forget about 
data in transit. Email is a great ex- 
ample of this because it has been 
around for a long time and often 
becomes an afterthought for most 
companies. But because it's difficult 
and requires sometimes advanced 



technology to see exactly what's 
being sent and received via email, 
it's especially important to encrypt 
messages that may contain sensitive 
data. Of course, the rule of thumb is 
to never send risky information over 
the Web, but sometimes it simply 
can't be avoided. 

This is where network-based en- 
cryption comes into play. You're 
probably familiar with VPN (virtual 
private network) technology, which 
provides a secure access point for 
employees outside the company 
to access resources maintained in- 
side the company. Quin says that 
using this same technology, you can 
"build an encrypted pipe through 
which data traverses." This is great 
for sending messages between dif- 
ferent office locations or between 
two separate businesses. 

But you can also take an extra 
step and actually encrypt commu- 
nications inside your company. 
Servers exchange information back 
and forth to each other on a consis- 
tent basis, which means that mali- 
cious outside parties may be able to 
find a way to intercept a transmis- 
sion between servers and piece to- 
gether a larger picture or otherwise 
parse out the essential meaning of 
the data they grab. To prevent this 



you can encrypt the messages sent 
between servers and stop informa- 
tion from leaking. 

A UNIFIED APPROACH 
TO SECURITY 

Because encryption goes below 
the surface and protects files at the 
source, you may think that you can 
rely on it as your be-all, end-all se- 
curity approach, but according to 
Quin, encryption should be your 
"last line of defense." In fact, he 
says, by the time you're in a situa- 
tion where encryption comes into 
play, you should have exhausted 
all of your other security resources, 
whether it's antivirus or access and 
identity management solutions. 

The key is to educate your em- 
ployees and implement policies that 
eliminate any confusion as to what 
types of data shouldn't be stored 
on endpoint devices. After that, you 
should institute strict password 
policies that are used to prevent ac- 
cess to the devices themselves. If 
you detect an attack and determine 
that the only thing that stopped it 
was encryption, then it might be 
time to reassess your security ap- 
proach in general and make sure 
that encryption is only one part of a 
larger whole. 
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Big Data On A Budget 

Unique Approaches To Analytics Help You Save Money & Gather Valuable Insights 



TWO MISCONCEPTIONS OF BIG DATA 

and BI (business intelligence) -based 
analytics are that they are only meant 
for larger organizations and are often 
prohibitively expensive for SMBs 
(small and medium-sized businesses). 
The truth is that although corpora- 
tions may have access to more data 
and resources due to their sizes and 
customer bases, smaller companies 
can find creative ways to take advan- 
tage of their own data sets in similar 
ways, even if it's not at the same scale. 

"When we did a survey with a 
project on big data research, we 
found that there is probably an equal 



amount, if not more, small [and me- 
dium-sized businesses] looking at the 
opportunities of big data as much as 
their big corporation counterparts/ 
says Stewart Bond, senior consulting 
analyst at Info-Tech Research Group 
( www.infotech.com ). "With big data 
being able to leverage a lot of open- 
source solutions and commodity hard- 
ware, SMBs can store a bunch of data 
for a lot lower cost." 

In addition to commodity storage 
that's inexpensive and widely avail- 
able to SMBs, Bond says there are 
many open-source big data analytics 
solutions, as well. Add to this the fact 



that some organizations offer free 
data sets and databases for public use, 
and you have no shortage of informa- 
tion from which to gather insights. 
Bond adds that many organizations 
"may already have a data integration 
tool in place" that they can use for 
data analytics. Being able to use ex- 
isting solutions will give you an ad- 
vantage in the big data space because 
you already have the user experience 
and aren't forcing employees to learn 
how to use a new tool. 

Open-source and internal storage 
solutions aren't the only tools that 
open up big data opportunities for 



Key 
Points 



SMBs can take advantage 
of commodity storage and 
open-source analytics so- 
lutions to utilize big data. 
The cloud can also save 
money on big data with 
scalable, elastic resources. 



Many secondary and post- 
grad institutions are part- 
nering with companies 
to increase the number 
of data scientists, but you 
can also enlist the help of 
crowdsourcing services. 



Use cost optimization 
to realize cost savings, 
improve your financial 
and risk manage- 
ment, improve service 
delivery, and increase 
revenue using big data. 



Small startups and large retailers 
are able to take advantage of big 
data in unique ways to increase 
sales and grow their businesses. 
The potential for big data analyt- 
ics is only limited by creativity 
and ingenuity. 
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"I would encourage organizations that 
are getting into big data to really look at 
the cost optimization pattern first and use 
data stored in traditional transactional 
systems where you can use some tradi- 
tional business intelligence tools to do 
the analytics. It's a cost savings because 
you know what you're looking for. You're 
not spinning your wheels trying to un- 
derstand what kinds of opportunities big 
data can give you. You're really focused 
in on a specific opportunity or problem. 
Look at process improvements. Look at 
supply chain efficiencies. Look at trying 
to save money on storage costs. Because 
in all likelihood looking at those areas 
it's the data you already have, you won't 
have to purchase new data." 

Stewart Bond 

senior consulting analyst, Info-Tech Research Group 



smaller businesses. You can also take 
advantage of the cloud to cut down 
on costs but still get the insight you 
need from data. "What was once only 
available to big companies — a com- 
plex infrastructure with networking 
specialists, server specialists, and 
so forth — now you don't care what 
it is, you go to the cloud and it pro- 
vides you with these capabilities in 
an elastic fashion," says Svetlana 
Sicular, research director at Gartner 
( www.gartner.com ). "If you need more 
processing power or storage, you pay 
more. And on a day that you're not 
processing, they're not charging you." 

OVERCOMING EMPLOYEE 
INEXPERIENCE 

If the cloud isn't an option for 
your data or you'd rather keep ev- 
erything on premises, then you'll 
realize just how expensive big data 
analysis can be. Bond says that the 
biggest cost related to big data and 
business analytics is not the data 
storage; it's the people that you need 
to do those analytics." He explains 
that there's a skill shortage when it 
comes to data scientists and "when 
you find them, they cost a lot of 
money because they're so unique 
and there are so few of them." 

Data scientists and other big data 
analytics experts are "mathematicians 
and statisticians that know how to 
invent new algorithms for finding 
insights in data," says Bond. And for 
that reason, they require extensive 
training before they can fully enter 
the workplace. Because supply hasn't 
caught up to demand, many of those 
graduates would traditionally only 
be accessible for larger organizations. 
However, smaller businesses are 
turning to these experts-in-training 
early on in their careers, thereby 
trading real-world experience for less 
expensive insights. 

"A lot of organizations are get- 
ting around that," says Bond. "There 
are some partnerships showing up 
between these post-secondary in- 
stitutions and private industry, and 



the private industry is getting those 
data science students at a cost that 
is much more effective than buying 
an advanced data science contractor. 
There's a lot of cooperation going 
on where private industry can use 
those students at a lower cost, and 
yet they're giving those students 
real-world experience[s] to get that 
knowledge and capability. It's re- 
ally a two-way street and that's 
how some of the smaller businesses 
are getting around the problem of 
finding people." 

Sicular agrees that finding data sci- 
entists and analytics specialists is a 
difficult proposition for many orga- 
nizations, which is why she recom- 
mends taking a different approach 
to the problem. "There are crowd- 
sourcing companies that can take your 
whole project, divide it into small 
pieces based on skill, and source it 
out to different people with different 
skills," she says. If you need a data 



scientist, you can hire one as a free- 
lancer for a limited time, gain those 
insights, and then move on without a 
long-term commitment. "If you're an 
SMB of five people, you can augment 
yourself to thousands of people when 
you need to," Sicular says. 

THE FOUR BUSINESS 
PATTERNS 

One way to save money with big 
data is to use the gathered insights 
to make smarter business decisions. 
However, because it's difficult to 
know where to make changes and 
how to optimize your business pro- 
cesses, Bond recommends keeping 
Info-Tech Research Group's four 
business big data business patterns 
in mind. 

The first method uses cost opti- 
mization to realize cost savings. 
With this pattern, you "look at how 
to improve your supply chain ef- 
ficiency" as well as find out "what 
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"First, companies need to understand 
where opportunities are and whether 
or not they have problems they need to 
resolve. They shouldn't start with re- 
search. They should look inside. If they 
don't have problems they can't solve, 
then they may not need big data. If they 
have problems that are unresolved, for 
example, they want to analyze social me- 
dia or they want to analyze how people 
behave on their website or traffic pat- 
terns, then they may need some ideas on 
how to combine multiple data sets to get 
some new insights." 

Svetlana Sicular 

research director, Gartner 



it costs to produce your product or 
service and look for opportunities 
within these processes to reduce 
those costs," Bond says. This is also a 
method where you focus on low-cost 
storage options, which also cut down 
on maintenance costs due to their 
modular nature. If a hard drive fails, 
you can simply replace it without too 
much financial impact. 

The next pattern involves im- 
proving your financial and risk man- 
agement. Bond gave an example of 
insurance companies using big data 
to "mitigate investment default and 
fraud risks." But he also adds that 
companies can use big data for bud- 
geting, forecasting, and planning. 
"We're starting to talk a lot more 
about business analytics vs. big data," 
says Bond. "Business analytics tend 
to be more predictive than reactive. 
If you're doing a lot more predicting 
on the data that you have, you're able 
to do better forecasting and optimize 
your budgeting capabilities." 

Improving service delivery is an- 
other big data business approach that 
government and healthcare facili- 
ties use to improve the quality of life 



for citizens or patients, respectively, 
and education institutions use to dis- 
tribute students throughout certain 
districts. Businesses can also use this 
approach to improve application per- 
formance and therefore improve the 
customer experience. This all leads to 
the final piece of the puzzle, which is 
increasing revenue. 

"What can you do with the data 
you have to look for new revenue 
opportunities?" Bond asks. "Search 
for the ability to create new services 
and products by looking at the data 
you've collected and look at how to 
pursue expansion opportunities." He 
gives an example of a high-tech man- 
ufacturing company looking to locate 
its factory somewhere in the United 
States. Using big data and analytics, 
a small town in Oklahoma was able 
to use census, geographic, and job- 
related data to prove that it "had the 
resources in the region to work at the 
company," Bond says. 

REAL-WORLD EXAMPLES 

There are so many ways to use big 
data that Sicular says "it's limited 
only by creativity." That was the case 



with one company run by a woman 
with experience in the public trans- 
portation industry. The woman "un- 
derstood traffic patterns very well" 
and "didn't have anything to do with 
technology," according to Sicular, but 
she still had an idea for a service. The 
woman realized that she didn't need 
any personally identifiable informa- 
tion for her goal, but instead only 
needed bread crumb trail information 
gathered from cell phones. 

Sicular explains that the woman's 
company buys information from 
cell phone providers so it can track 
traffic patterns and identify and 
help retailers, as well as anybody 
else, and combines that informa- 
tion with open demographic data. 
"She can tell you who is coming into 
your store at what time of the day 
or where the best place is to open 
a new store," Sicular says. "Now, 
she knows everything she needs to 
know about analytics and is a tech- 
nologist herself." 

Sicular's example is a good fit 
for SMBs, because it's about an en- 
trepreneur building a business from 
a simple idea, but there's also a lot 
to learn from bigger corporations, as 
well. For instance, "Wal-Mart was 
able to identify the No. 1 product that 
sold the most when there was a hur- 
ricane or tropical storm approaching 
in a certain region," says Bond. While 
you may be thinking that product was 
bottled water, generators, or canned 
goods, the biggest seller during recent 
hurricanes was Pop-Tarts. 

In this instance, Bond says Wal- 
Mart compared weather pattern data, 
geographic data, and its sales records 
to see what product it sold the most 
of when the hurricanes were ap- 
proaching. Learning from this situa- 
tion, when future storms were on the 
radar, all of the Wal-Marts in the tar- 
geted area order additional Pop-Tarts, 
moved them to the front of the store, 
and sold a ton of them. Bond says by 
doing this, Wal-Mart has been able to 
increase "revenue simply by looking 
at those patterns of past behavior." 
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Cloud Computing 
Contracts 

Know Where You Stand Before You Sign On The Dotted Line 



Cloud computing, like any other 
service, requires a contracted agree- 
ment between the customer and 
the vendor. Cloud contracts usu- 
ally outline what types of services 
the customer is requesting, the re- 
sponsibilities of the vendor, and the 
pricing structure for the service it- 
self. But perhaps the most impor- 
tant thing you should keep in mind 
when dealing with vendors and con- 
tracts is to "not expect the contract 
to protect you," according to Brian 



Frank, consulting analyst at Info- 
Tech Research Group ( www.infotech 
.com ). "Obviously you can cover a lot 
of things in there, like liability, but 
really you have to focus on what will 
happen if something does go wrong, 
like what is your recovery plan and 
exit strategy outside of the contract." 

There is a lot to think about when 
reading over a cloud contract, so it's 
important to do as much research 
as you can up front. And don't be 
surprised if there isn't much wiggle 



room when it comes to the most basic 
services. James Staten, vice president 
and principal analyst at Forrester 
( www.forrester.com ), says that if a "ser- 
vice truly is a cloud computing ser- 
vice," such as an SaaS (software as 
a service) or IaaS (infrastructure as 
a service) offering, then the vendor 
"should approach the contract as a 
mostly 'take it or leave it' contract." 
Staten says that "true cloud services 
are fully automated multitenant ser- 
vices" that provide the same service 



Key 
Points 



Cloud contracts are often 
"take or leave it/' so make 
sure you are getting the 
functionality you need. 
There is more room for 
negotiation with managed 
service providers. 



Make sure the vendor 
offers sufficient encryption 
for data in motion and 
data at rest. And check if 
the data center is located 
in an approved region for 
compliance purposes. 



SLAs guarantee a certain 
level of uptime, but 
don't take the vendor's 
word for it. Seek out 
specific, real-world ex- 
amples of the vendor's 
issue response process. 



Avoid getting trapped in an 
expensive service by looking 
for hidden discounts or rebates 
in a contract. If you don't, you 
may end up paying more for the 
service after the first year and 
have difficulty migrating data. 
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'The most important thing is to not expect 
the contract to protect you. Obviously 
you can cover a lot of things, like liability, 
in there, but really you have to focus on 
what will happen if something does go 
wrong, like what is your recovery plan 
and exit strategy outside of the contract. " 

Brian Frank 

consulting analyst, Info-Tech Research Group 



to every customer, so if a vendor 
changed "how the service operates" 
or "is managed," that would "move 
the service away from these core 
principles" of the cloud. 

Staten says that because estab- 
lished cloud vendors won't negotiate 
their prices or service offerings as 
much as newer vendors, you may 
have to seek out some services and 
support tools from other providers. 
For instance, "if you need special ser- 
vices, such as better support terms, 
added security, added management," 
or other features, "it is best to nego- 
tiate these in a separate support and 
managed services contract," he says. 
Because the cloud is flexible, you 
often won't have to negotiate directly 
with the cloud provider, and instead 
"there are many consultancies and 
managed service providers who will 
add this to the base cloud offering." 
These third-party providers can offer 
one contract for multiple cloud ser- 
vices as well, in case you have more 
than one environment. 

Staten warns that the more you 
negotiate with a vendor and "push 
them away from the standard ser- 
vice they provide, the more you 
will pay and the longer the con- 
tract they will want you to sign." 
If you are going through the cloud 
contract process and find that you 
simply can't get the functionality 
that you need for your business re- 
quirements, then you may need a 
different type of service altogether, 
such as a managed hosting arrange- 
ment or colocation agreement. 

SECURITY & COMPLIANCE 

The cloud is often seen as a public 
storage solution that's susceptible 
to security vulnerabilities. But as 
more vendors enter the market and 
the technology continues to evolve, 
many service providers are offering 
in-depth protection for data stored 
in the cloud. One particular aspect 
of security that companies should 
focus on during the cloud contracting 
process is encryption. "Look at what 



their encryption policies and other 
broader security policies are," says 
Frank, "and make sure they're not 
just encrypting data in transit, but 
also data at rest." The contract should 
clearly state who holds the encryp- 
tion keys as well, because if you're 
in a heavily regulated industry, you 
need to be able to adequately show 
how well your data is protected, but 
also provide information required 
during an audit, if necessary. 

Cloud environments are hosted in 
data centers that are accessible via 
an Internet connection, which means 
that those data centers could essen- 
tially be located anywhere in the 
world. Knowing where your data is 
stored is a factor that affects not only 
performance and latency, but also 
compliance. Frank says that some or- 
ganizations in Europe and Canada, 
for instance, are questioning whether 
or not to store data outside of a cer- 
tain jurisdiction either because they 
handle health care information or 
because they've been "scared off by 
the Patriot Act" and NSA stories in 
the United States. But the same thing 
goes for U.S. companies. If you're in a 
regulated industry, it is important to 
make sure you always know where 
your data is stored and that it is al- 
ways under compliance. 

Frank also warns that cloud ven- 
dors often want to reserve the right 
to change service providers in the 
future, which is why that informa- 
tion isn't always clearly expressed 
in the contract. If you're signing on 



with a certain vendor because they 
use and support a specific cloud 
service, then make sure they have a 
long-term commitment. Otherwise, 
without your knowledge, that 
vendor could change services mid- 
stream and negatively affect the per- 
formance of your environment. 

SERVICE LEVEL AGREEMENTS 

SLAs (service level agreements) 
indicate what type of durability 
you can expect from a cloud ser- 
vice in terms of uptime, in addition 
to other factors. Staten says there 
are three key areas that are a part 
of most SLAs: availability, support, 
and performance. Availability is the 
most common SLA item because it 
is directly related to uptime. For ex- 
ample, Staten says that if a provider 
offers "99.95% for the service," it 
means "the customer should expect 
0.05% of the year that the service 
will be down." In general terms, he 
says this works out to about 1.68 
hours per year. And while that 
might not seem like a huge amount, 
Staten tells his clients that those po- 
tential "hours of downtime could 
occur at the worst possible time," so 
you should "plan accordingly." 

The support aspect of a cloud SLA 
is pretty straightforward. A provider 
should give you days and times that 
they are available for support and 
a time frame for how quickly they 
will respond to issues. But when it 
comes to performance, it's a little 
trickier. Staten says that "very few 
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" Availability is the base SLA you see in 
most cloud and non-cloud contracts that 
states the level of availability for a given 
service or resource. It is expressed in per- 
cent of uptime. For example, 99.5% means 
the customer should expect .5% of the 
year that the service will be down, which 
is 1.68 hours per year. We tell clients to 
look at the availability SLA with the un- 
derstanding that the hours of downtime 
that could occur, could occur at the worst 
possible time and plan accordingly/ 7 

James Staten 

vice president and principal analyst, Forrester Research 



cloud services" offer performance 
SLAs. He says that you can't "ne- 
gotiate for top performance," and 
that trying to bring the baseline 
performance up "is a bit of a fool's 
errand." However, it's in the best in- 
terest of a vendor to maintain a high 
level of performance. If you choose a 
reputable vendor with a solid track 
record, then performance shouldn't 
be a problem. 

In fact, Frank says that there has 
"generally been a de-emphasis on 
SLAs with the cloud and more em- 
phasis on people wanting to see 
actual examples of what vendors 
are doing when something does go 
wrong." He recommends finding 
out where the service's status page 
is and to know how you'll be noti- 
fied if the service goes down. And 
while Frank adds that most vendors 
are "reluctant to draw attention to 
their own failures," those that are 
at a "certain scale" or have a high 
"state of maturity" will be more 
likely to show how they were able 
to help their customers through per- 
formance issues or downtime events. 

PRICING 

In most cloud computing con- 
tracts, there is little room for nego- 
tiation when it comes to pricing. 
In fact, the cloud is meant to be 
scalable and elastic, so the user ac- 
tually has control over how much 
they spend depending on the ca- 
pacity they need at any given time. 
But that doesn't mean that price 
shouldn't be a determining factor. 
Make sure your contract clearly 
states what your company is paying 
for and what the pricing structure 
is if you do need to scale up or 
down. But more than anything, the 
key thing to pay attention to with 
pricing during cloud contract nego- 
tiation is hidden rebates or short- 
term discounts. 

"With the cloud, [cost reduction] 
doesn't tend to happen through 
negotiation as much as it would 
through a traditional IT vendor," 



says Frank. "You have to make sure 
you're doing your capacity planning 
and you're disciplined about de- 
fining your requirements and needs. 
Make sure, also, that there aren't any 
hidden costs or rebates where you 
get locked in and after a year you 
find out that all of these new prices 
get added. Do your research." 

DON'T GET TRAPPED 

Price isn't the only thing to con- 
sider when looking at the long-term 
value of your cloud contract. In 
addition to getting enticed into a 
contract with short-term rebates, 
some cloud vendors may not be up 
front about how difficult it can be 
to migrate away from their service 
in the future. Frank says it's cru- 
cial to have an "exit strategy when 
going into an agreement with a 
vendor" because sometimes "the 
nature of the service makes it diffi- 
cult" to migrate, especially if you're 
in situation where "you build a lot 
of processes around the service." 
And there are other issues, such 
as "proprietary data formats that 
make it more difficult, or impos- 
sible in some cases, to go to another 
vendor," Frank says. 



You also need to pay attention 
to how your cloud vendor spells 
out data ownership. Frank says 
that "some vendors will include a 
clause in the contract that says they 
technically own the data." This is a 
major problem for most companies, 
but especially for those who have 
to deal with compliance issues or 
are storing particularly sensitive 
data in the cloud. Frank's recom- 
mendation to companies: "[you] 
should be mindful of what will 
happen to your data when and if 
you decide to leave. How is that 
going to be purged and is it going 
to be purged?" 

It's a two-fold problem where 
you either have difficulty moving 
your data way from a cloud ser- 
vice and you're essentially stuck 
in that contract unless you want to 
start over, or you are able to move 
your data away from the service, 
but you can't be sure that all of 
the data has actually been purged. 
Before you sign any contract, make 
sure that you reserve ownership 
over the data and request that the 
vendor clearly explain their data 
purging process in the event of a 
migration. 
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Go Paperless 

Document Management Strategies & Best Practices 



Examine just a few of the many sta- 
tistics related to paper usage among 
U.S. businesses and citizens and it's 
clear why green-focused groups con- 
sistently tout the merits of reducing 
paper usage. Consider, for example, 
U.S. paper consumption has tripled 
since 1960 or more than 400 million 
ink and 100 million toner cartridges 
end up in landfills annually or U.S. 
businesses consume 21 million-plus 
tons of paper per year, according to 
various resources. 

Although the environmental ben- 
efits alone might be impetus enough 
for some businesses to cut paper 



usage, there is any number of en- 
ticing business-related reasons, too, 
including streamlining processes, 
improving productivity, and cutting 
long-term costs. The following ex- 
plores such benefits and details strate- 
gies and best practices to realize them. 

THE GAINS 

By moving to digital systems that 
reduce paper usage, businesses can 
experience certain cost savings and re- 
duce their carbon footprint in terms of 
manufacturing and processing, trans- 
portation, and waste, but there's also 
great potential to improve workflows, 



as well. Retail/wholesale, manufac- 
turing, healthcare, and government 
sectors generally see big gains in 
workflow improvements, IDC (www 
.idc.com ) research shows. 

These verticals, IDC reports, have 
the most manual processes, with 
more than 60% of documents being 
paper-based. This is partly due to 
these sectors commonly retyping 
documents from paper sources to 
digital forms via multiple workflow 
steps, which, according to IDC, can 
potentially introduce errors to the 
process that can be difficult to trace. 
Beyond helping shorten cycles, IDC 



Key 
Points 



Beyond having a 
positive environmental 
impact, implementing a 
paper-reduction initia- 
tive can help compa- 
nies improve workflow 
processes. 



Change-management pro- 
cesses may be required in 
some paper-reduction ef- 
forts to ensure governance 
and help train employees 
to transition to a digital 
system. 



To start a reduction 
plan, determine the 
processes that generate 
paper, where costs 
reside and why, and 
where faster access to 
documents is needed. 



Among potential pur- 
chases and related costs 
necessary to reduce paper 
usage are scanners, print- 
and content-management 
systems, storage, and 
employee training. 
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'The sooner you can convert the impor- 
tant stuff to electronic, the easier it will be 
to route it, process it, share it, and file it." 

Doug Miles 

director of market intelligence, AIIM 



reveals that digitization reduces er- 
rors and paper storage costs, and 
improves customer service and in- 
formation retrieval. 

Doug Miles, director of market in- 
telligence for AIIM (Association for 
Information and Image Management) 
( www.aiim.org ), says overall "getting 
rid of the paper keeps things moving 
much faster, makes workflows easier 
to monitor and manage, and allows 
much wider access by those beyond 
the process itself." He recommends 
that companies don't build a business 
case to reduce paper solely to use 
less paper. "While that's all good and 
green, the real benefits are in stream- 
lining the business and improving 
customer service," says Miles. 

IDC's Research Manager Dinesh 
Srirangpatna and Research Director 
Holly Muscolino agree that paper fre- 
quently serves as a bridge among dis- 
parate enterprise systems. Removing 
paper implies that repeated manual 
data entry and operations (which are 
hard to trace) are removed from the 
workflow. By automating workflows, 
information moves faster and more ef- 
ficiently, thus improving productivity. 
IDC research indicates, in fact, that 
information workers waste 3.6 hours 
weekly dealing with paper document- 
related challenges. 

"With intelligent capture solutions, 
business process management, and 
other technologies, it's now possible to 
automatically extract information from 
electronic documents and route that 
data to the appropriate individuals 
and /or systems," say Srirangpatna 
and Muscolino, who responded col- 
lectively to our questions via email. 
"These solutions can even verify the 
data and perform some exception han- 
dling, further reducing cycle time and 
increasing productivity." 

Greg Schulz, Server and StoragelO 
( www.storageio.com ) senior analyst, 
also cites removing complexities as a 
paper-reduction benefit. Leveraging 
digital or online-stored documents, 
for example, can be easier (though 
these documents will still need to be 



managed and protected). "Another 
benefit is being able to share, preserve, 
serve, and protect the information 
normally kept on paper, as it's being 
saved in multiple places," he says. 
Srirangpatna and Muscolino say cloud- 
enabled solutions that users can access 
anywhere and anytime further facili- 
tate the benefits content-management 
and digital solutions can provide. 

Implementing processes to reduce 
paper usage can include some draw- 
backs. Even if documents are digi- 
tized, for example, some users will 
still insist on printing them. Here, say 
Srirangpatna and Muscolino, change- 
management processes may be neces- 
sary, because some employees are 
accustomed to paper-based processes 
and "transition takes training, gover- 
nance, and time. Senior management 
buy-in is critical," they say. 

Schulz says another drawback can 
include associated costs tied to se- 
curing and protecting digital copies 
in terms of backup, security, disaster 
recovery, and compliance require- 
ments (some regulatory requirements 
may require paper-based processes, 
for example). Elsewhere, some cus- 
tomers, partners, or suppliers still re- 
lying on paper-based processes will 
make continued paper processing 
necessary. Miles recommends com- 
panies "don't pave the cow path. The 
process may need to be redesigned 
to get the maximum benefit, and 
this will involve change, and it will 
involve people, and people mostly 
don't like change." 

WHERETO BEGIN 

Many companies that explore paper 
reduction begin by evaluating their 
current processes and determining 



which ones generate paper or require 
a paper trail. "Know what you're up 
against and why," Schulz says. "If you 
know what your paper costs are and 
why, as well as have an idea of what 
the cost and complexities would be 
to shift to digital, more effective deci- 
sions can be made." 

Miles also suggests examining how 
your company deals with forms — 
how they move through processes, 
get held up, or are mailed back and 
forth. "Look at where customer- 
facing staff, remote workers, or case 
workers need faster and easier access 
to documents and emails," he says. 
"Processes that move across depart- 
mental boundaries or between branch 
offices and head offices are a great 
place to start." 

Beyond focusing on paper-inten- 
sive workflows, Srirangpatna and 
Muscolino recommend focusing on 
workflows critical to the business. 
Depending on your business, this 
could be vertical, functional (finance, 
accounting, marketing, etc.), or ap- 
plication (SAP, invoice software, etc.). 
This will help you evaluate such 
document metrics as the number of 
documents, pages, people, transac- 
tions, and touch points involved and 
help prioritize workflows. One way 
to conduct such an assessment is via 
a print management /MPS (managed 
print services) provider. 

"A best-in-class print manage- 
ment initiative or MPS engagement 
will reduce paper usage by enforcing 
print policies, such as pull printing — 
releasing] jobs at the device — and 
duplex printing," Srirangpatna and 
Muscolino say. "These programs 
also generate awareness of wasted 
print." Companies can also obtain 
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"Know what you're up against and why. 
If you know what your paper costs are 
and why, as well as have an idea of what 
the cost and complexities would be to 
shift to digital, more effective decisions 
can be made." 

Greg Schulz 

senior analyst, Server and StoragelO 



cost savings by "right-sizing the fleet, 
reducing the employee /device ratio, 
reducing the number of vendors, and 
deploying more cost-effective de- 
vices/' they say. 

Miles says looking around the of- 
fice with the idea of getting "rid of all 
this paper" is the wrong approach. 
"It's too big a task, and it probably 
isn't necessary," he says. Instead, look 
at what is coming through the door 
daily and how it's dealt with. "The 
sooner you can convert the important 
stuff to electronic, the easier it will be 
to route it, process it, share it, and file 
it," he says. If employees are rekeying 
forms or invoices, for example, con- 
sider capture recognition to improve 
productivity. If scanning items at the 
end of processes for archiving, scan 
them up front instead. Also look be- 
yond incoming paper to other chan- 
nels, including email, fax, and Web 
forms, and "build a system that cap- 
tures them all and feeds them into the 
process together," he says. 

Best practices Srirangpatna and 
Muscolino recommend creating a 
multifunctional team to drive the 
paper-reduction initiative and include 
IT, procurement, and LOBs (lines 
of business). Involving all impacted 
stakeholders will ensure all issues 
are addressed and buy-in to a solu- 
tion will be easier, they say. Usually, 
print and paper issues are beneath the 
radar of senior-level executives, they 
say, but "companies miss a significant 
source of spending. Effective change 
management corporate-wide requires 
a senior-level sponsor." 



Srirangpatna and Muscolino also 
suggest comparing the business's 
paper usage against industry bench- 
marks and deciding whether meet- 
ing or exceeding the digitization 
standard for your specific industry 
is desirable. Also note the improve- 
ments made in cost reduction, busi- 
ness process efficiency, business 
transformation, compliance, and 
worker productivity after making 
workflow enhancements. "It's key 
to note not all steps need to be au- 
tomated or optimized. Sometimes, it 
might be worthwhile based on busi- 
ness conditions to use semi-auto- 
mated processes," Srirangpatna and 
Muscolino say. 

DIFFICULTIES & CHALLENGES 

Business must go on even as your 
company implements a paper-reduc- 
tion initiative, so be prepared to en- 
counter challenges. Careful planning 
and consultation with LOB leaders 
is imperative. Srirangpatna and 
Muscolino say large-scale changes can 
impact business performance until 
the systems involved stabilize or em- 
ployees learn them. "Factor these into 
expectations," they say. "Employees 
may get their orders rejected, as the 
new requests aren't compliant with the 
new format or data- validation checks. 
This will add some extra cycles to get 
the work completed." 

Another potential challenge will 
be the resistance some employees 
have to changes. Thus, don't skip 
addressing the people aspects in- 
volved in a paper-reduction initiative. 



"Communicate what's being done 
[and] why it's being done, and solicit 
input and ideas on how to improve 
processes," Schulz says. 

Srirangpatna and Muscolino say 
getting all parties on board with a 
move may be difficult depending on 
who holds authority and the budget. 
Ideally, processes are self-contained, 
they add. "However, in the real world, 
people realize the true impact de- 
pendencies have when they try to 
modify the workflow," Srirangpatna 
and Muscolino say. "Consequently, 
while moving to new systems, em- 
ployees might need to enter data mul- 
tiple times in the system, which entails 
old and new operation. This might 
cause some backlash or data errors in 
each of the systems. Be prepared to 
deal with such issues." 

NECESSARY PURCHASES 

Among the possible investments 
necessary to implement a paper-re- 
duction plan are external consulting 
and implementation; some type of 
digital repository; software (print 
management, pull printing, content 
management, custom integration, 
business process management, etc.); 
data and information storage; tools 
for local, remote, or cloud backup; 
and employee training costs. 

Purchasing scanners may also be 
necessary, though using existing mul- 
tifunction printers may be possible, 
Miles says. "You'll need a workflow 
system to route and manage the pro- 
cess, and you'll need a content-man- 
agement system to handle access by 
others," he says. Having a recogni- 
tion server to classify different content 
types and convert some or all the data 
on them may also be useful. "A lot 
depends on the volume of paper you 
need to handle," Miles says. "A fully 
fledged digital mailroom is going to 
be expensive, but the savings down- 
stream can be considerable." Miles 
says regular AIIM surveys indicate 
most organizations making these im- 
plementations see returns on their in- 
vestments in 12 to 18 months. 
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Transforming Auctions 
With New Technologies 

Henderson Auctions Delivers New Tech Backed By Decades Of Experience 



The economy of recent years has 
left a landscape strewn with busi- 
nesses that have failed to adapt to new 
pressures and adopt new technolo- 
gies. By contrast, Henderson Auctions 
( www.hendersonauctions.com ) serves as 
a rare example of a well-established 
company that has embraced techno- 
logical advances as early as possible, 
transforming its reach and capa- 
bilities to maintain its position as a 
global leader in its industry. Marvin 
Henderson, who founded the com- 
pany 56 years ago, spoke with us 
about Henderson Auctions, how the 
business has changed and grown, and 
the role technology has played in de- 
livering expanded services and ex- 
tending the company's reach. 

A FAMILY BUSINESS 
WITH GLOBAL CAPACITY 

Henderson Auctions operates a per- 
manent 50-acre facility in Livingston, 
La., "just east of Baton Rouge," says 
Henderson, "about an hour north of 
New Orleans." After graduating 
from the prominent Reppert School 
of Auctioneering and spending some 
time calling car auctions, Marvin 
founded his company in 1957. "My 
first auction sale I grossed — grossed — 
eight hundred dollars, so a meager be- 
ginning. And then from there on we 
started doing some machinery and 
some bankruptcy auctions and busi- 
ness liquidations, and as time went 
on I started traveling throughout the 
country working as a contract auc- 
tioneer." This provided Marvin with 
valuable experience, and by the 1970s 
he found his niche in heavy construc- 
tion and machinery auctions. He ini- 
tially focused on farm machinery and 




then expanded from there. Today, 
Henderson Auctions ranks as one of 
the largest and most respected auction 
houses in North America. 

Henderson Auctions employs about 
50 people, including a few members 
of the Henderson family. Marvin's 
son Jeff Henderson serves as the 
company's president, daughter Janet 
Henderson Cagley serves as CFO, and 
nephew Lloyd Henderson is VP of 
sales. As Henderson Auctions tells its 
customers, "We are large enough to 
serve your needs and yet small enough 
to maintain that personal service that's 
so important to the success of your 
auction." It's that personal touch, 
Marvin says, that makes their auctions 
so successful. 

Regarding sales, "we've had sales 
in excess of $40 million," Marvin says. 
And in terms of geography, he adds, 
"We've had sales from coast to coast 
and border to border. We've had sales 
throughout the whole United States 



Marvin Henderson has 
been calling auctions 
since 1957. Well-known as 
one of the leading heavy 
construction auctioneers, 
conducting auctions 
across the United States 
and internationally, 
Marvin was honored last 
year with an induction 
into the National 
Auctioneers Hall of Fame. 

and into Mexico. Our 
primary area is the 
central, south-central 
United States, of course, 
but we've had sales 
from Burlington, Vt., 
to Miami, Fla., to the west coast." The 
company is open to all manner of sales 
from any region, and is not limited to 
the farm and heavy construction ma- 
chinery that it's known for. Henderson 
Auctions has done complete buy- 
outs, Marvin says, citing examples as 
varied as a pre-cast concrete plant in 
Massachusetts and an entire Brooklyn, 
N.Y. shipyard. The company is increas- 
ingly involved in marine vessel sales. 

Perhaps the company's most note- 
worthy buyout involved the purchase 
of around 27,000 trailers from the 
federal government. Just a few years 
after that buyout, only a few hundred 
trailers remain. "We sold a lot of them 
on-site, but we've also sold a lot of 
them on timed auctions," Marvin says. 
"I guess I'd hate to admit this worse 
than anybody in the world, but the 
timed auction thing has proven to be 
actually more successful to us than 
selling them on-site." 
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ON THE LEADING 
EDGE OF AUCTION 
TECHNOLOGY 

Unlike traditional 
auctions, timed auctions 
make use of the Internet 
to permit bidders to 
search for items — 
construction equip- 
ment, farm machinery, 
trailers, anything — and 
place bids on them at 
any time of day and 
any day of the week. 
Henderson Auctions 
uses AuctionTime.com, 
a Sandhills Publishing 
service, to provide 
timed auctions to its 
customers. 

Henderson Auctions 
was an early innovator 
in video auctions, but in 
terms of technological 
innovations that have helped business 
the most, timed auctions have played 
the most prominent role. "We've done 
timed auctions since its inception, " 
Marvin says, adding that they have 
proven successful not only with their 
trailer sales but in general. 

"There are still certain items I can 
sell on-site more successfully than 
you can sell them in a timed auction/' 
Marvin says. "It doesn't completely 
eliminate on-site auctions. There's a 
place for both." But perhaps the biggest 
benefit timed auctions have delivered 
for Henderson Auctions, Marvin says, 
is a reduction in the overhead and ex- 
pense associated with live auctions. 
"In regular auctions we have to move 
the machinery, we have to place it at a 
certain site, etc. Timed auctions elimi- 
nate a lot of that," he says. "Wherever 
it may be is where we sell it." 

Henderson Auctions was also one of 
the first auction companies to do live 
auctions with simultaneous Internet 
bidding. And, Marvin says, "We 
still do that. It's absolutely necessary 
to have Internet bidding along with 




Henderson Auctions' sprawling permanent facility in Livingston, La., 
occupies approximately 50 acres. It includes a pavilion with customer seating 
for drive-through auctions, a machine shop, and areas for welding, 
metal working, sandblasting, cleaning, and painting equipment. 



on-site bidding at any time — with any 
auction of any size." This is also big 
business for Henderson. Of the ma- 
chinery sold in its machinery auctions, 
Marvin says, "approximately 25% is 
sold online." 

A FULL-SERVICE 
AUCTION COMPANY 

In addition to giving its customers 
options to participate in live auctions 
— both online and in person — and to 
place bids in timed and virtual auc- 
tions whenever they like, Henderson 
Auctions offers pre-bidding services 
for customers who wish to place a 
bid in advance of an upcoming auc- 
tion. With pre-bidding, Marvin ex- 
plains, "you can place a [maximum] 
bid online prior to the sale, and the 
computer will automatically bid for 
you up to that point." 

When a customer locates an item 
online, enters a bid total, and sub- 
mits it, the bid is sent to Henderson 
Auctions. The company uses Sandhills 
Publishing's BidCaller system to 
handle the bid from there, entering 



the bid into the system 
so that when the auc- 
tion begins, a bid will 
be placed live on be- 
half of the customer. 
Complementing the 
company's decades of 
reputable experience, 
the use of Internet bid- 
ding has helped expand 
Henderson Auctions' 
reach because the ser- 
vice is available to cus- 
tomers across the globe. 

Beyond the specifics 
of bidding, across-the- 
board customer-ori- 
ented service is what 
makes Henderson 
Auctions stand out in 
the industry. "We give 
our customers full ser- 
vice," Marvin says. 
"We can have transpor- 
tation arranged. We have facilities to 
do repairs for the equipment if neces- 
sary. We can do any refurbishing that 
might need to be done." 

In addition to repair, cleaning, and 
refurbishing facilities, Henderson han- 
dles all aspects of the machinery being 
sold with local and global marketing 
services, an in-house design team, auc- 
tion set-up teams, and on-hand cus- 
tomer service representatives. Marvin 
says the company also offers "a large 
pavilion for customer seating during 
our drive-through auctions, concession 
and restroom facilities, customer regis- 
tration, and a lounge area." Henderson 
will also handle private treaty sales 
upon request. 

HELP FOR YOUR BUSINESS 

Whether you need to sell machinery, 
industrial equipment, real estate, 
bankruptcy properties, oil field equip- 
ment, or any type of transportation, 
Henderson Auctions can help your or- 
ganization get more value out of those 
assets. Visit www.hendersonauctions.com 
or call (225) 686-2252 today. 



Henderson Auctions (225) 686-2252 www.hendersonauctions.com 
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Virtualize For Agility 

Get Greater Value From Virtualization Implementations 



Many enterprises adopt virtualiza- 
tion with the specific goal of consoli- 
dating servers and cutting costs, and 
in this respect they succeed. Some or- 
ganizations, however, leave proverbial 
" money on the table" after adopting 
virtualization tools by failing to obtain 
greater value and business flexibility 
and agility because they don't adjust 
the traditional operating processes and 
mentality they've applied to physical 
infrastructure to their new virtualiza- 
tion world and virtualization tools. The 
result can include a bevy of missed op- 
portunities and lost efficiency gains. 

PHYSICAL VS. VIRTUAL 

In many ways IT operations in a 
physical world are similar to those in 
a virtual one, albeit with a technology 
layer (virtualization) added to manage 
physical components. There are notable 
differences, however, such as more 
convergence of technologies (server, 



storage, networking OSes, and associ- 
ated new tools) in a virtual environment 
"Granted, existing tools and technolo- 
gies usually will work in virtual environ- 
ments. There is, however, another layer 
of tools or different focal points, " says 
Greg Schulz, Server and Storage IO 
Group ( www.storageio.com ) senior ad- 
visory analyst. There's also a question 
of whether an enterprise will operate 
its virtual environment similar to a tra- 
ditional physical environment using 
various groups to manage component 
functions or instead embrace a "virtual 
team paradigm/' he says. 

Without virtualization in place, IT 
typically deals with each data center 
component in a standalone manner, 
managing each server, application, 
and storage device separately. "When 
virtualized, you create a managed in- 
frastructure that allows you to move 
an application from one server to an- 
other via software," says Dick Csaplar, 



Aberdeen Group ( www.aberdeen.com ) 
senior analyst. "You can even allow 
virtualization management tools to 
take proactive action to avoid poten- 
tial problems." 

Bernd Harzog, The Virtualization 
Practice ( www.virtualizationpractice.com ) 
analyst, describes the physical IT world 
as traditionally having involved a one- 
to-one correspondence between ap- 
plications, OSes, and hardware but 
with little, if any, automation of key IT 
processes. Further, the concept of au- 
tomating service delivery via a service 
catalog (a private cloud, for example) 
was rare. A virtual world, however, 
abstracts OSes and applications from 
shared CPU, memory, networking, and 
storage resources to provide "greatly 
increased management flexibility" and 
allow for "much easier automation of 
many key IT processes," he says. There 
is a caveat, however: Because a virtu- 
al infrastructure can rapidly change to 
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respond to business needs, it often does. 
Thus, he says, a virtual environment is 
characterized by a high rate of sharing 
of resources and rapid 
changes driven by auto- 
mation, "two elements of 
IT operations that were 
simply not present in the 
physical world/' 

John Sloan, Info-Tech 
Research Group (www.in 
fotech.com ) principal con- 
sulting analyst, believes 
that rather than change 
the operational physical 
model, virtualization ac- 
tually enables different 
models. "A traditional 
operational model, for 
example, has been the 
bespoke, build-to-suit, 



Without 
virtualization in 

place, IT 
typically deals 
with each data 
center component 
in a standalone 
manner, manag- 
ing each server, 
application, and 
storage device 
separately 



the dashboards, stovepipe views re- 
main and changes may adversely affect 
computing resources outside your lim- 
ited view," Csaplar says. 
This can result in servers 
being under- or over- 
utilized by applications, 
applications performing 
poorly because they're 
starved for resources, 
storage capacity being 
unavailable to the right 
applications, and the 
data center essentially 
having "no overarching 
orchestration/' he says. 

Harzog says virtu- 
alization tools should 
enable organizations to 
dramatically increase the 
server-to-admin ratio 



IT-as-order-taker by spending much less 



model/ 7 he says. In other 
words, each project has requirements, 
and IT acquires, configures, deploys, 
and maintains hardware meeting those 
requirements. "A different model is the 
service-provision model. IT develops 
a catalog of services and service levels 
for the organization as an internal ser- 
vice provider/' he says. "Virtualization 
doesn't magically transform IT into in- 
ternal service providers, but it can cer- 
tainly help enable this model because 
'software-defined' infrastructure is ab- 
straction, and abstraction is easier to 
offer as a service." 

MELD THE OLD & NEW 

Organizations that deploy virtual- 
ization tools have spent time, energy, 
and money implementing those tools. 
Not adjusting management and op- 
erations to leverage them, however, 
"leaves much of the ROI on the table," 
Csaplar says. "You did the technically 
hard part, now set yourself up to gain 
all the advantages." Virtualization, for 
example, enables creating operational 
and management dashboards that pro- 
vide one holistic view of the data center 
and state of operations and that enable 
making changes with the results view- 
able across the enterprise. "Without 



administration time re- 
sponding to provisioning requests and 
problems. "Most organizations don't se- 
lect tools with these criteria in mind and 
therefore aren't even aware that they 
should try to use the tools to achieve 
these benefits," he says. Implementing 
tools marketed as "for VMware" or "for 
Hyper- V" doesn't mean they really deal 
with new issues that virtualization cre- 
ates, such as sharing and automated 
operations, he says. "My Virtualization 
tools' simply pave over cowpaths in 
that they do the exact same things that 
physical tools did, only now they get 
their data from the hypervisor instead 
of the physical servers," he says. The 
problem starts with selecting the wrong 
tool, such as one that doesn't enable IT 
to cope with highly dynamic and shared 
environments. "Hanging onto legacy 
processes . . . simply compounds the 
problems of buying the wrong tools," 
he says. 

Schulz believes there's an argument 
for adopting and adapting tried-and- 
tested traditional best practices (change- 
management, data protection, high 
availability, etc.) to a virtual environ- 
ment but also for considering how new 
best practices and processes tied to the 
virtual world can adapt in the physical 



world. "Just because something is new, 
such as virtualization, doesn't mean an 
organization has to start all over from 
scratch reinventing, rebuilding, re- 
learning what is known from the past 
with physical environments [and] le- 
verage that insight, adapt, and update 
where applicable," he says. Organiza- 
tions can underutilize virtualization 
tools, he says, by using them and vir- 
tual environments to mimic what's 
done in a physical environment with- 
out leveraging new capabilities or by 
keeping technology silos and the associ- 
ated groups managing them vs. con- 
verging these. 

GAIN VALUE 

While cutting costs by implementing 
virtualization is a chief aim of many 
enterprises, viewing virtualization only 
in this way or just to do something new 
vs. as an enabler of agility, flexibility, or 
life beyond consolidation is a missed 
opportunity, Schulz says. 

Ideally, adding virtualization and 
management layers should let IT per- 
sonnel move away from performing 
low-level tasks (configuring servers and 
addressing problems) and toward em- 
bracing a consultant-type role for the 
business with the goal of obtaining IT 
and business agility, Harzog says. In the 
new world, he says, IT has an opportu- 
nity to help drive increases in revenues, 
profits, market share, and entries into 
new markets and new businesses. IT 
can't become a partner to the business, 
though, unless it sheds all its legacy 
tools and legacy management processes, 
he says. 

Specifically, Csaplar says virtualiza- 
tion is the basis for deploying a private 
cloud and enabling IT to give end users 
more direct control of their IT environ- 
ments. "Changes to applications, storage 
allotments, and performance can all 
be made faster and more precisely if 
the end users help manage them," he 
says. "End users can also control their 
IT spending by directly managing how 
much computing capacity they use. This 
is a major change to the IT/ department 
relationships of the past." 
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Email Management 
Strategies 

Implement Policies & Encourage Individual Management Methods 



Email has become an essential tool 
in every businessperson's arsenal. 
It's a quick and easy way to send 
someone a message, plus it doesn't re- 
quire a face-to-face meeting or phone 
call to communicate with someone. 
However, due to the convenience of 
email, many people are seeing their 
inboxes grow on a consistent basis, 
often receiving dozens if not hun- 
dreds of messages a day. 

With most email services offering 
storage capacities of 5GB or more, it's 
easy to see why email usage is get- 
ting out of hand. Without any guid- 
ance or best practices to follow, many 
employees are content to save ev- 
erything until they hit critical mass. 
For this reason, and others, compa- 
nies need to find ways to not only 
improve their email management 



strategy as a whole, but also en- 
courage employees to use communi- 
cation methods other than email as 
well as use time management tech- 
niques to lessen the stress of reading 
and responding to messages. 

USE ALTERNATIVES TO EMAIL 

One of the biggest problems with 
email, says Christopher Wynder, 
Ph.D., consulting analyst at Info-Tech 
Research Group ( www.infotech.com ), is 
that users "have extended email be- 
yond its original function." Originally 
designed as a "memo system" or "one- 
way message system whereby informa- 
tion is shared," email systems are now 
used for "real-time communication, 
knowledge storage, document sharing, 
to-do lists, scheduling," and more, 
Wynder says. These days, not only is 



email being stretched thin and used 
for simply too many applications, our 
culture now dictates that we should 
respond to every email we receive in a 
timely fashion. 

Wynder offers a few ways in which 
companies can buck this trend, but 
the ultimate goal should be to use 
alternate forms of communication for 
the proper situations. For example, he 
says that "people should treat email 
like a formal communication akin to 
the written letter rather than an IM 
or SMS. If you would not take the 
time to handwrite your message to 
someone or you can't wait for a reply, 
why email it?" 

The key is to use your phone more 
often, send instant messages, or walk 
to someone's desk and have a face-to- 
face conversation with that person. 
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'The challenge is very much a lack of insti- 
tutionalized process for email use, rather 
than any technical flaws with email as a 
tool. Companies have this assumption that 
because we all use email at home, every- 
one knows how to use it. Most companies 
do not realize how the way [we] email 
and interact with our wives, husbands, 
friends, [and] family is different from how 
we should interact with our peers in a 
work setting. Again, context and personal 
history between the sender and receiver 
are important when we talk about what is 
really wrong with email use." 

Christopher Wynder, Ph.D. 

consulting analyst, Info-Tech Research Group 



All of these tactics lead to less email 
usage, which in turn means less 
email to manage. "This works, but it 
doesn't fix any cultural ignorance of 
tools or issues that may be the core 
nut to crack," says Wynder. "The big 
institutional way to deal with this is 
for everyone to make the decision to 
email less. Get up and talk to folks or 
pick up the phone. Email is no sub- 
stitute for actual conversation." 

CONSIDER P0M0D0R0 & 
OTHER METHODS 

Focusing on the individual, there 
are multiple ways to address email 
without making it the center of your 
existence. For instance, the Pomodoro 
method is a good start, says Wynder, 
because it's about "prioritizing emails 
based on your time investment" to 
answer each one. The technique calls 
for working for 25 minutes or so, 
taking short breaks, and then get- 
ting back to work. You can then de- 
termine how many of those 25-minute 
chunks you should dedicate to read- 
ing and responding to email. 

Another method that doesn't re- 
quire anything more than self-con- 
trol and time management is setting 
a routine to only check your email 
a few times throughout the day. 
For instance, you would check your 
email right away when you arrive 
at work and then again in two-hour 
intervals the remainder of the time 
you are at work. Then, every other 
time you check messages, you would 
either close your email applica- 
tion entirely or turn off notifications 
so you are not tempted to break 
your schedule. 

ADOPT A COMPANY-WIDE 
EMAIL USAGE POLICY 

Wynder stresses that while individ- 
ualized email management techniques 
are important, it's also crucial for com- 
panies to implement email strategies 
that should be used company-wide. 
"We found that it has to be a com- 
pany-specific plan based on industry, 
risk tolerance, and information use," 



he says. You have to develop a plan 
that minimizes the amount of email 
flowing in and out of your company 
while also keeping issues such as 
regulatory compliance in mind. For 
most companies, this comes down to 
deciding which emails they need to 
archive and which ones they can de- 
lete forever. 

"From a company standpoint email 
management is really about the de- 
cision to archive emails in another 
storage tier," says Wynder. "This is 
not about reducing storage costs for 
the vast majority of companies. Email 
archiving is about managing risk. Disk 
is cheap nowadays, so defining email 
storage per employee has limited 
cost savings to most companies. We 
have a saying at Info-Tech: 'Disk is 
cheap, storage is expensive,' meaning 
that the space to store information is 
easy to get but the strategy on why to 
store information is time consuming 
and expensive." 

Wynder says companies will 
often assume that because they have 
terabytes of available storage, they 
should just allow employees to keep 
everything. He says this shouldn't 



be the case and that "most em- 
ployees should have a limited mail 
storage size" of about 5GBs "with 
an automatic prompt to move older 
emails ... to an archive location, de- 
pending on your obligations." 

Wynder also adds that companies 
can separate employees into groups 
for easier management and compli- 
ance. For instance, low-risk employees 
that "do not handle customer data 
or manage other employees" can be 
put on a "bulk schedule" with a time 
frame of "approximately seven years." 
But if you have high-risk employees 
that deal with sensitive data on a 
regular basis, you need to consider 
stricter, more formal systems. 

"This is about risk management," 
says Wynder. "Regulators and judges 
frown on not being able to fulfill eDis- 
covery requests. My point of view is 
that IT should follow the eDiscovery 
Reference Model for designing their 
email archive needs. We advise cli- 
ents that the benefits of adopting this 
process and having the appropriate 
archive technology can save money 
and enable users to find informa- 
tion better." 



PCToday / November 201 3 39 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




Enterprise Storage 



Understand The Terms 



Enterprise storage has grown in 
scale and complexity over the years. 
Although much of the terminology 
associated with storage technology 
has remained the same, it can be 
challenging to keep up with the new 
storage technologies and jargon. This 
article points out some of the most 
important terms to know. 

ARCHIVE 

Unlike a backup, an archive usually 
consists of data that is deemed worth 
keeping or that must be kept for regu- 
latory compliance reasons, and that is 
taken offline after it is archived. Other 
copies of archived files can then be de- 
leted, and any files that are later needed 
from the archive must be retrieved by 
authorized personnel. 

BACKUP 

Backing up data is the process of cre- 
ating a copy of files that are currently in 



use and will remain in use. A backup set 
contains the entirety of backed up files 
from one or more computers. Backup 
sets are typically stored in a location 
away from the original data; often com- 
panies employ routines whereby data is 
regularly backed up and the backup sets 
stored in a secure, remote location. 

COMPRESSION 

Compression saves space in a storage 
system by reducing the amount of data 
stored without compromising the data 
itself. For example, compression can 
find identical data in a given file and 
retain just one copy of it, replacing du- 
plicates with references to the data that 
are much smaller than the data itself. 

D2D2T 

(DISK-TO-DISK-TO-TAPE) 

In tape storage, the D2D2T model 
uses disk storage as a backup reserve. 
Backups are stored on disk and then 



transferred to tape for storage else- 
where, typically in an off-site facility. 
Because writing to and restoring from 
disk is more efficient than using tape, the 
D2D2T model is useful because only the 
most recent backups are stored on disk 
for quicker access and restoration. If nec- 
essary, the tapes can be used to restore 
older backups. 

DAS (DIRECT ATTACHED 
STORAGE) 

A storage system that is directly con- 
nected to a computer system without 
an intervening network is called a DAS. 
The attached storage system, sometimes 
called a DASD (direct-access storage de- 
vice), is most commonly used by indi- 
vidual workers for extra storage, small 
businesses, and home users. 

DLT (DIGITAL LINEAR TAPE) 

DLT is a common type of magnetic 
tape storage. It became popular in the 
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mid-1980s and remains so — albeit to a 
lesser extent — today. Tape storage in 
general has been rejected to some de- 
gree over the past decade as organiza- 
tions modernize their storage systems, 
but there remains a strong market for 
tape as it provides a convenient and 
affordable medium for ongoing large- 
scale backups. 

HOT SWAP 

If you can remove or add a compo- 
nent or device (such as a hard drive in 
a storage system) while the system is 
running, the drive can be described as 
hot swappable. The ability to hot swap 
equipment is vital to maintaining unin- 
terrupted uptime in any system. 

NODE 

In a computing network, such as 
a LAN (local-area network) or WAN 
(wide-area network), a computer or de- 
vice attached to the network is referred 
to as a node. A storage device can there- 
fore be a node on a network. 

PARTITIONING 

Partitioning is the division of a hard 
disk drive into multiple designated 
portions called partitions. The exis- 
tence of multiple partitions on a drive 
means that the drive can be treated 



as if it were multiple drives. Different 
operating systems and file systems can 
then be run on different partitions of 
the same drive, and certain system files 
can be kept on partitions separate from 
those dedicated to user storage; these 
are just some of the many ways to use 
and benefit from partitioning. 

PROVISIONING 

In a storage system serving multiple 
computers (such as one that is part of 
an enterprise network serving many 
workstations), provisioning is the pro- 
cess by which mcoming data is matched 
in the most efficient manner possible 
with available storage capacity. Storage 
servers offering automated or auto- 
nomic provisioning features accomplish 
provisioning automatically, reducing 
the level of storage management re- 
quired from IT personnel. 

RAID (REDUNDANT ARRAY OF 
INDEPENDENT DISKS) 

RAID technology is used in storage 
systems with multiple drives to con- 
trol how those drives are used. There 
are many RAID types, but the most- 
used are RAID (which "stripes" two 
or more drives with blocks of data, in- 
creasing performance by writing half to 
one drive and half to a second drive, but 
providing no redundancy in case one 
drive fails), RAID 1 (which mirrors all 
data on one drive to a second drive, pro- 
viding redundancy but no performance 
gain), and RAID 10 (which, in the case 
of four drives, uses striping on two and 
mirroring on the other two for both re- 
dundancy and improved performance). 

SCALABILITY 

Although scalability can be most 
simply defined as providing the ability 
of something to grow, what it means 
with regard to a storage system is 
the ability to expand (as in capacity) 
through upgrades and connect easily 
with additional storage that might be 
added in the future. Buying a truly scal- 
able storage system translates into sav- 
ings of space, resources, and in some 
cases energy consumption. 



SSD (SOLID-STATE DRIVE) 

Unlike hard disk drives, which em- 
ploy read /write heads to access and 
store data on hard disks, SSDs don't 
include moving parts. Instead, SSDs use 
NAND flash memory or DRAM (dy- 
namic random-access memory) tech- 
nology. Similar technology is commonly 
found in SD cards and thumb drives. 
Benefits of SSDs include extremely fast 
data transfer and retrieval times, which 
are limited mainly by a computer sys- 
tem's I/O (input /output) capabilities 
rather than the SSD itself; relatively 
small size; and low power consumption. 

SAN (STORAGE AREA 
NETWORK) 

Now extraordinarily common in 
enterprise settings, SANs are used to 
connect multiple hosts to multiple stor- 
age devices in order to accommodate 
the storage needs of many servers and 
workstations sharing the same net- 
work. A SAN has the complex job of co- 
ordinating the flow and storage of data 
between servers and workstations, net- 
work devices such as switches and 
bridges, and different types and models 
of storage devices such as hard disk- 
based systems and tape libraries. 

STORAGE VIRTUALIZATION 

Storage virtualization involves the 
abstraction of logical storage (the desig- 
nated portions of physical storage that 
appear as a cohesive whole but may 
in fact be partitions of a disk or storage 
pools that may span multiple storage 
devices) from physical storage (the ac- 
tual hard disks, for example). In terms 
of what end users generally experi- 
ence in enterprise settings, the result of 
storage virtualization is that a collection 
of many logical volumes and storage 
devices (which can include different 
types of storage devices from different 
manufacturers) are invisible, simply ap- 
pearing as one huge drive on the corpo- 
rate network (viewed, for example, in 
Windows Explorer). Storage virtualiza- 
tion products automate many processes 
and provide IT personnel with manage- 
ment tools. 



STORAGE CAPACITIES 

One thing that has definitely 
changed over the years is storage 
capacity. Whereas a decade ago 
we talked mostly about giga- 
bytes, it's now common to refer 
to terabytes and look ahead to 
zettabytes, which is the equiva- 
lent to 1.125899 x 10 15 megabytes. 
Here's a quick look at what these 
storage capacity terms amount to. 

1,024 megabytes = 1 gigabyte 
1,024 gigabytes = 1 terabyte 
1,024 terabytes = 1 petabyte 
1,024 petabytes = 1 exabyte 
1,024 exabytes = 1 zettabyte 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side effects 
on the environment. 
Fortunately, many 
consumer electronics 
manufacturers and 
businesses are work- 
ing to create products 
that keep us produc- 
tive while reducing 
energy demands to 
lessen our impact 
on the environment. 
Here, we take a look 
at the newest envi- 
ronmentally friendly 
technology initiatives. 



UNITED STATES 15TH IN RECENT WORLDWIDE 
ENERGY RANKING 

V The WEC (World Energy Council) recently ranked countries based on 
energy efficiency, dedication to environmental sustainability, and access to 
energy resources. Of the 129 countries the WEC compared, the United States 
gave a strong showing and ranked 15th, Canada came in higher at 6th, and 
Switzerland topped the list as being the most energy-efficient country in the 
world, according to the WEC. 

The WEC also gave countries grades based on their overall low-carbon re- 
newable energy generation, access to affordable energy, and energy supply 
management. The United States received a C in environmental friendliness, but 
scored well in other areas. And five countries received perfect As for their ef- 
forts: Britain, Denmark, Spain, Sweden, and Switzerland. 



THE FUTURE OF PHOTOVOLTAIC 



A BREAKTHROUGH 
APPLICATION 

> Technologies that use solar PV (photovoltaics) are on the rise, however, 
making PV cells efficient can be challenging and the panels are bulky and 

expensive. Researchers at Deakin 
University in Australia are studying 
dye-sensitized solar cells that are 
lighter, easier to manufacture, less ex- 
pensive, and flexible enough to cover 
a variety of surfaces, including car 
roofs, backpacks, and even window 
blinds. The dye-sensitized solar cells 
use a process similar to how plants 
use the green pigment in their leaves 
to capture sunlight and convert it into 
electricity. One drawback to the dye- 
sensitive cells, however, is the low rate 
of energy they produce. Ph.D. student 
Gayathri Devi Rajmohan has discov- 
ered an alternative that uses a plasma 
technology, which changes one of the 
properties of the active material in the 
dye-sensitive cells, allowing them to 
produce more current form the sun. 




Ph.D. student Gayathri Devi Rajmohan 
works on her dye-sensitized solar design 
in a Deakin University laboratory. 
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GREEN ENERGY 
MORE COST EFFICIENT 
THAN COAL 

>* Researchers studying clean en- 
ergy sources revealed in the Journal 
of Environmental Studies and 
Sciences that clean energy sources, 
especially wind power, are more 
cost effective than coal when you 
consider social costs and climate 
change. The authors of the study 
compared conservative govern- 
ment estimates of the cost of carbon 
(ranging from $11 to $52 per ton) 
and found that cleaner energy 
sources tend to win out. For in- 
stance, at a middle value of $33 per 
ton of CC>2, the cost of new coal 
generation is 13.2 cents per kWh 
(kilowatt-hour), whereas new wind 
is currently at 8 cents per kWh. 
Increase the cost of CO2 to $52 per, 
then coal jumps to 14.7 cents per 
kWh and solar energy increases to 
13.3 cents. 



BUILDING ABETTER 
AIR CONDITIONER 

In response to growing energy 
demands from developing countries, 
such as China and India, as well as 
consistently high energy demands in 
the United States, the U.S. ARPA-E 
(Advanced Research Projects Agen- 
cy for Energy) is aiming to target one 
part of the problem with more ef- 
ficient and less harmful air condi- 
tioning units. One approach would 
replace the liquids and gases used 
for cooling in air conditioners with 
a solid material, such as bismuth tel- 
luride. Another method would use 
specially designed membranes to 
condense water and cool the air. 
Techniques such as these would 
make it more efficient to run air con- 
ditioners and also make it possible 
to provide reliable refrigerators to 
people in poverty-stricken or remote 
regions of the world. 



ACEEE RELEASES ENERGY EFFICIENCY SCORECARD 

>The ACEEE (American Council for an Energy-Efficient Economy) released 
its latest energy efficiency scorecard that ranks 34 of America's largest cities 
according to their overall efficiency score. The scorecard takes into account 
local government policies, community initiatives, buildings, transportation, 
and energy, water, and utilities public benefits programs. To view the fully 
interactive graphic and see where your city stands, you can visit ACEEE's 
website ( bit.lv/15Azxx6 ). Below is a list of cities that took top honors in 2013. 



TOP SCORERS 

Community 

Local Government Initiatives Biddings 
Boston Rank m TOTAL SCORE: 76.75 



11/15 9.5/1 □ 21 .5/29 

Portland Rank #2 TOTAL SCORE: 70 

13.76/15 7.5/10 14.5/29 

New York Rank #3 TOTAL SCORE: 69.75 
10.5/15 9JTD 22/29 

San Francisco Rank #3 TOTAL SCORE: 69.75 

13/15 8/1 □ 17/29 

Seattle Rank #5 TOTAL SCORE: 65.25 



10.75/15 6/1 □ 22.5/29 

Austin Rank #6 TOTAL SCORE: 62 
9.75/15 9/10 21.5/29 



Energy Water Utilities & 

Public Bertefi ts Program Transportation 



POLICY CATEGORIES 



Click on a category name beiowto see how the top cities fared in these categories. 



Local Government Community Buildings 

based' on ACEEE's 2CJ3 City Energy Efficiency Scorecard released Sept 17, 2013 



SOLAR SYSTEM DEPLOYMENTS FASTER THAN EVER 

> A new residential solar PV (photovoltaic) system is installed every four 
minutes in the United States according to a recent report from GTM Re- 
search's Shayle Kann, vice president of research. This is a significant increase 
from 2006 where a new solar system was installed every 80 minutes. Kann 
doesn't expect things will slow down much. In fact, GTM Research says that 
by 2016, a new system may get installed every 80 seconds. These findings are 
a part of the 2013 U.S. Solar Market Insight Report from GTM Research and 
the Solar Energy Industries Association, which also revealed that two-thirds 
of all solar systems sold in the U.S. were installed in the past 30 months. 



CAN WHITE WALLS IMPROVE ENERGY EFFICIENCY? 

Cristal Global recently demonstrated how white walls could increase light 
reflectivity in a room from 40% to as much as 80% only by adding Ti02 (tita- 
nium dioxide) to paint. There are two important benefits from this develop- 
ment. First, less lighting would be necessary and therefore less energy would 
be needed to illuminate a room to the proper level than with other shades 
or types of paint. Second, the energy savings from the increased reflectivity 
would offset the cost to produce the paint and the carbon dioxide emissions 
produced from the manufacturing process in a matter of days, benefiting the 
customer and the environment. 
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A New Breed Of Personal 
Wireless Network 

Low Power, Low Speed Applications Point To 802.15.4 Growth In The Future 



In discussions about wireless net- 
working, the two most common tech- 
nologies that come up are Wi-Fi and 
Bluetooth. Both have been around 
for quite some time and have their 
own benefits. Most people use Wi-Fi 
with their laptops, tablets, or smart- 
phones, and Bluetooth is a common 
technology for mobile devices, head- 
sets, and many in- vehicle products. 
Wi-Fi is helpful in home and business 
applications because it can be used to 
provide Internet access and transfer 
data across relatively longer distances 
and at higher speeds. Bluetooth, on 
the other end of the spectrum, is better 
suited for shorter distances and low- 
speed scenarios. 

But the problem, more so with 
Bluetooth than with Wi-Fi, is that if 
you turn on the wireless adapter in 



your device and forget to turn it off 
after use, it can drain your battery 
because the adapter is constantly 
searching for a connection with a sup- 
ported peripheral. The same goes for 
Wi-Fi in mobile devices. If you leave it 
on, it might perpetually search for other 
networks and slowly drain your charge. 
Although this may be acceptable with 
smartphones or tablets, as most users 
recharge them on a regular basis, this 
battery situation leaves room for an al- 
ternative wireless standard to find its 
niche: the 802.15.4 standard uses even 
less power than Bluetooth and can be 
used in new and unique ways. 

802.15.4 &ZIGBEE 

802.15.4 is a wireless standard that 
the IEEE (Institute of Electrical and 
Electronics Engineers) specifically de- 



signed for low power, low speed ap- 
plications on the 2.4GHz frequency 
that don't necessarily require a con- 
stant connection or data transmission. 
ZigBee is a wireless protocol that uses 
the 802.15.4 standard to add new func- 
tions and capabilities to a wide variety 
of devices, and is probably the most 
widely known use of the standard. 

ZigBee is more versatile than 
Bluetooth because you can not only 
connect two devices together and 
transfer data, but you can also create 
star networks or mesh networks to 
connect multiple ZigBee-enabled de- 
vices together into a large cluster. A 
star network takes a central ZigBee 
device and uses it as a coordinator to 
send data to other devices. In essence, 
the coordinator is used as modem that 
is the center of the network and is 
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always on. A mesh network is dif- 
ferent because there is no central 
coordinator, but instead a series of 
endpoints or mobile devices con- 
nected using their own peer-to-peer 
networks. 

Star networks are beneficial for 
use cases where you need a constant 
stream of information at a low speed, 
whereas mesh networks are a fit for 
on-demand connectivity. The reason 
why ZigBee-enabled devices with 
802.15.4 are able to maintain such a 
low power setting is that those devices 
can essentially sleep until there is a 
data transfer. The device itself is only 
using power when it is connected to 
a coordinator or other end user de- 
vice. In fact, the tech- 
nology is so efficient, 
that a device can't be 
certified by ZigBee 
unless it has a min- 
imum battery life of 
two years. 

For applica- 
tions where data 
security and en- 
cryption is key, 
802.15.4 supports 
AES (Advanced En- 
cryption Standard) 
as well as a 128-bit 
key length. This last 
point is important be- 
cause it means data 
is simultaneously en- 
crypted and authenticated, meaning 
that no rogue transmissions will pass 
through a device. ZigBee also adds 
more security to the equation to protect 
the data at the application and network 
levels as well. This extra security opens 
up new possibilities for the standard, 
including medical data use cases. 

POTENTIAL & EXISTING 
APPLICATIONS 

In a study from the National 
Institute of Standards and Technology 
entitled "On the Use of Wireless 
Network Technologies in Healthcare 
Environments/' Nicolas Chevrollier 
and Nada Golmie write that the 



802.15.4 standard could be used in 
medical cases for ECG (electrocar- 
diogram) monitoring. Such a device 
would monitor the heart rate of a pa- 
tient and instantly detect any irregu- 
larities. Whenever an abnormality is 
discovered, an 802.15.4-enabled sensor 
would send a signal to a mobile de- 
vice or computer, which would alert 
medical staff that a patient needs at- 
tention. Health care institutions could 
even invest in PWDs (personal wire- 
less devices) for their doctors and 
nurses that would have the sole pur- 
pose of alerting them to changes in 
patients' vital signs. 

And while this use case is cer- 
tainly an intriguing one, it is only 



one of many. In fact, one of the most 
common uses for the ZigBee protocol 
is in smart or energy efficiency ap- 
plications. The technology has been 
used for remote lighting, motion 
sensing, temperature control, and 
other home or building automation 
tasks. And ZigBee can also be used 
for home or business security systems 
both as aforementioned motion sen- 
sors or to simply turn the system on 
or off from a short distance. 

The ZigBee protocol is perfect for 
these applications because motion 
sensors, for instance, can stay in a 
low power state until movement is 
detected. And for remote lighting or 



temperature control, 802.15.4 is only 
needed to send that quick signal and 
then it can essentially sleep. Think of 
this use case as a remote control where 
battery power is only used when you 
press a button. 802.15.4 saves power 
by supporting automated intermittent 
connectivity, whereas most Wi-Fi or 
Bluetooth networks require a constant 
connection to be truly beneficial. 

MORE TO COME 

As of now, 802.15.4 and ZigBee- 
enabled devices have yet to hit their 
stride in terms of market saturation, 
but according to ABI Research ( www 
.abiresearch.com ), that's going to change 
in the next five years. The key to this 
growth lies in the 
emerging uses for 
the technology 
and the fact that in 
2012, home enter- 
tainment outgrew 
smart metering as 
the primary market 
for ZigBee chips. 
ABI Research also 
reports that enter- 
tainment already 
accounts for 45% of 
ZigBee's product 
shipments. Service 
providers are 
starting to imple- 
ment the technology 
in many of their sys- 
tems; some are also offering the tech- 
nology with their energy efficiency 
and security services. 

By 2018, ABI Research expects 
ZigBee-enabled device shipments 
to hit 400 million units per year. 
The firm sees potential mindshare 
growth for the technology, as well. 
While Wi-Fi and Bluetooth are house- 
hold names, ZigBee and 802.15.4 are 
not widely known. However, ABI 
Research says that over the next few 
years as adoption rates continue to 
rise, ZigBee will be soon mentioned 
alongside Wi-Fi and Bluetooth as one 
of the "three major wireless connec- 
tivity technologies." 




ZigBee and the 802.15.4 wireless standard on which it is based support star (left), 
mesh (right), and other network topologies. In addition to this versatility, ZigBee and 
802.15.4 require little power, which works well for making on-demand connections, 
and can accommodate more simultaneous device connections than Bluetooth. 



PCToday / November 201 3 45 



MOBILE OFFICE 

BUSINESS ON THE ROAD 




App Store Management 

Use The Right Technology To Manage Your App Store & Improve The Overall Experience 



It is important to remember that 
an app store is much more than a 
delivery service for applications. 
You need to curate the applications 
in the store, make sure the avail- 
able apps are relevant to your em- 
ployees, and use the store to push 
out updates to mobile devices. 
Altaz Valani, senior consulting ana- 
lyst at Info-Tech Research Group 
( www.infotech.com ) stresses that de- 
ploying an application is "really 
just the beginning. " You have to be 
able to manage the application in 
the app store and determine when 
you should add new apps. You also 
may run into a situation when "a 
new technology makes an older app 
obsolete" and you need to "think 
about the appropriate sunset sce- 
nario," Valani says. 

When improving app manage- 
ment, perhaps the best thing to 
do is begin by investing in a solid 



MDM (mobile device managment) 
solution or upgrading your existing 
solution to ensure it can handle the 
challenges of an app store. 

Valani says that most private app 
stores "reside inside the MDM" so- 
lution, which means the MDM itself 
needs to support new devices as 
developers release them, and you 
need to be able to take advantage of 
reporting functions, as well. 

For instance, you can use infor- 
mation gathered from your MDM 
solution to determine what the ROI 
(return on investment) of an ap- 
plication will be. If you update the 
application, you can use that same 
information to determine whether 
the update actually worked and if 
usage rates raised or lowered based 
on the enhancements. "These are 
all really important metrics that are 
useful to drive the ROI and ensure 
you have that alignment between 



app development and what the busi- 
ness is looking for," says Valani. 

CURATING APPLICATIONS 

With a private app store, you 
have a lot of opportunities to offer 
only internally developed appli- 
cations or to bring in third-party 
apps, as well. The key to filling out 
your app store is to make sure that 
every application you offer is a fit 
for the organization and a fit for 
your workforce. Valani explains 
that "one app in a particular busi- 
ness may not be suitable for an- 
other," which is why it's important 
to focus on your company's specific 
business processes and how you 
can improve them through the use 
of mobile apps. 

"If you consider your application 
stack, the way it typically works is that 
the business has a need that is han- 
dled through a particular process," 
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"Just from an app store perspective, I 
would encourage organizations not to 
focus just on the technical component, 
but go a little broader. You need a level 
of abstraction around the app store and 
you need ways of simplifying how 
you're going to manage it. New devices 
are constantly coming out, so if you just 
focus on the technical component and 
say 'we're going to use one app store 
and this is what we're going to do,' 
you're going to find yourself flipping 
very fast. You're micromanaging the 
app store, which is what you want to 
get away from in today's mobile world 
because it's moving way too fast." 

Altaz Valani 

senior consulting analyst, Info-Tech Research Group 



says Valani. "So, considering it from 
the point of view of which app you 
should be using, you're actually start- 
ing at the wrong level. You should be 
looking one level higher to determine 
what process the business needs to 
be effective." 

By taking this approach, you can 
discover "a suite of products that 
will work for you from a process 
perspective," Valani says. But this 
doesn't lock you into a certain ap- 
plication for life. In fact, if a process 
changes in the future, you should 
"change the lower levels of your 
stack, including applications and 
information," according to Valani. 
Your application offerings need to al- 
ways be aligned with your business 
processes and goals, otherwise you 
are wasting money and development 
time on less than optimal apps. 

As for some more general applica- 
tion categories that companies will 
use the most, there are the usual 
suspects of email and Web portals, 
but Valani also recommends that 



companies look at apps that allow 
some level of automation and data 
collection. If you can use a mobile 
application to deliver data more 
quickly to your employees and find 
ways to automate certain processes 
using those same apps, you will free 
up time and valuable resources that 
can be used to improve the efficiency 
of other areas of your business. 

DEVELOPER & 
USER EXPERIENCE 

Aside from simply focusing on 
managing the app store, you also 
need to manage the developer and 
user experiences, both of which 
are "different flows that intersect 
right at the app store," says Valani. 
"Looking at the app store as a sepa- 
rate discrete unit within this flow 
opens up the potential for addi- 
tional areas that can be ignored and 
actually lead to additional risks." 
And that's why it's so important to 
think about other aspects of app de- 
velopment and deployment. 



Developers have a particularly 
difficult job because they have to 
focus on not only making sure the 
app works correctly, but also that 
employees will actually use it. They 
have to consider whether employees 
are using personal or company-is- 
sued devices and whether their app 
is compatible with all those devices 
and their OSes (operating systems). 
Developers must also test an appli- 
cation prior to deployment to ensure 
it meets all of the necessary criteria. 
"You have some very interesting 
testing scenarios that come up, par- 
ticularly with some of the newer ver- 
sions of operating systems that have 
new functionality in them," Valani 
says. For instance, one OS may have 
a quirk that another doesn't, but you 
have to make sure the application 
will work just as well on both OSes. 

After developers deploy their ap- 
plications, it is up to them to create 
updates regularly that improve the 
user experience. Developers need 
MDM and other tools to manage 
bug fixes and to determine the best 
methods for pushing out updates. 

This combination of development, 
testing, and deployment makes it crit- 
ical to have proper mobile device and 
application management solutions in 
place. In addition to all of this, devel- 
opers need to inform employees and 
end users as to why they've imple- 
mented these controls and how they 
will improve user experience. 

There is a delicate balance between 
the developer and user experiences 
when it comes to managing your 
app store. But the key to making the 
process as painless as possible is to 
ensure there is always communica- 
tion between the two groups. When 
you release a new application or an- 
nounce an update, make sure the 
user knows the full impact of that 
change. And don't forget to listen to 
the users. They'll let you know which 
applications they like to use, which 
ones could be improved, and which 
ones you may want to consider de- 
ploying in the future. 
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Tablet Security 

Protect Your Company From Attack & Prevent Data Leaks 



Tablets and other mobile devices 
are a major part of the business world 
and for that reason small and large 
companies alike need to look at how 
to secure those devices for use in the 
office and abroad. With a solid bal- 
ance of education, policy, and soft- 
ware, you can give employees the 
option of using company-issued or 
consumer-owned mobile devices 
without making your business vul- 
nerable to security risks. 

LEVERAGE PASSWORDS 

Perhaps the best (albeit most basic) 
advice for establishing a strong foun- 
dation for device security is to use 
whatever password options are avail- 
able. Although it might only involve 
setting up a simple four-digit PIN 
(personal identification number), ad- 
vise employees to use whatever tablet 
OS option is available to keep their 
devices locked. This doesn't protect 



data flowing wirelessly to and from 
the device, but it insulates the device 
itself with a blunt security layer. 

KEEP IT CLEAN 

If there is no administrative 
method in place to do so, instruct em- 
ployees to keep their devices' firm- 
ware, operating system, and apps 
up-to-date. It's also a good idea to 
clear the device's Web browser cache 
and saved data (such as passwords 
and form information) on occasion. 
Granted, doing these things often 
positively impacts performance more 
than safety, but some software up- 
dates include security enhancements, 
and deleting website login informa- 
tion can be helpful should the device 
fall into the wrong hands. The "keep 
it clean" rule should also be applied 
to information (especially sensitive 
company information) and logins 
stored in mobile apps. 



BE CAREFUL WITH EMAIL 

In general, users should avoid send- 
ing sensitive information via email on 
their tablets. If possible, though, encrypt 
that email on the company side (or serv- 
er side) to make sure email messages 
are protected regardless of where the re- 
cipient reads the message or the device 
being used. 

SHUN UNSECURED WI-FI 

Wi-Fi hotspots at coffee shops, 
hotels, and other locations are con- 
venient, but that doesn't mean em- 
ployees should connect to them with 
their mobile devices without a second 
thought. Due to the public and, more 
often than not, unprotected nature of 
public Wi-Fi hotspots, other users on 
the network could potentially spy on 
employees as they check their com- 
pany emails or perform other busi- 
ness-specific tasks. As a general rule of 
thumb, employees should avoid using 
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public Wi-Fi at all costs and wait until 
they have access to a private network 
at another location or take advantage 
of a company VPN (virtual private 
network) connection. 

MAKE GOOD USE OF VPN 

VPNs provide an extra layer of se- 
curity for employees away from the 
office, but they also allow those same 
employees to safely access internal 
company information. Companies 
can set up a VPN and install a client 
on every mobile device; doing so will 
give those employees access to the 
private network. Once connected, 
employees can securely access docu- 
ments, videos, images, and other files 
using their tablets without actually 
having those files stored on the de- 
vices. If you do opt for the VPN ap- 
proach, make sure employees know 
to sign out of the VPN client and fully 
close it to make sure that connection is 
no longer accessible. 

USE DATASTORAGE BEST 
PRACTICES 

Employees should avoid storing 
sensitive data on tablet drives, but if 
it's absolutely necessary, then they 
should use encryption. Most tablets 
provide system settings that enable 
users to encrypt every piece of data 
stored on the device. With this type 
of encryption in place, every time a 
tablet is turned on, the user will be re- 
quired to enter a password to decrypt 
the information. It's also important 
to make sure that employees back up 
the data stored on their tablets when 
they return to the office. And, as an 
extra precaution, employee tablets 
should have active GPS locators, so 
the device can either be found or the 
contents remotely and permanently 
wiped. All of these precautions come 
in handy when a device is damaged, 
lost, or stolen. 

AVOID GEOLOCATION 

Some applications use a geoloca- 
tion feature that will tag your specific 
location when you upload a picture, 



change your Facebook status, or send 
out a tweet. From the employee and 
consumer perspective, location tag- 
ging can be a fun way to interact with 
friends and family. But for the com- 
pany, it can bring unnecessary risk that 
needs to be addressed through em- 
ployee education. After all, if a hacker 
finds out that a high-level employee 
regularly connects to a local coffee 
shop's public Wi-Fi at a certain time, 
the hacker could access that same net- 
work and steal data as it's transmitted 
to and from the mobile device. 

PREVENT UNAUTHORIZED 
APPLICATION USAGE 

The first step with application secu- 
rity on tablets is to instruct employees 
to only download company-approved 
apps and be wary of free apps in gen- 
eral. But the truth is that some em- 
ployees will ignore this instruction 
and download the applications they 
want regardless of policy. In that case, 
there are a few approaches you can 
take. For starters, you can install a 
scanning application that will search 
through downloaded apps and make 
sure there aren't any malicious pro- 
grams hiding within. You can also set 
up your own company app store and 
use it to provide employees with au- 
thorized app options based on their 
role in the company. 

USE SANDBOXING TO 
SEPARATE WORK & 
PERSONAL DEVICE USAGE 

Another tactic for application secu- 
rity and data protection in general is 
to set up sandboxes or containers on 
the device that can separate applica- 
tions from one another and limit or 
completely deny interaction between 
them. With this approach, you can 
put all business apps in one sandbox, 
including email, VPN clients, and 
other solutions, and then let the em- 
ployee put personal apps, like games 
or fitness apps, in a separate sandbox. 
Sandboxing can prevent malicious ap- 
plications from accessing business apps 
as well as prevent social networking 



apps from accessing sensitive data and 
allowing users to accidentally post it. 

INSTALL (& RUN & UPDATE) 
ANTIVIRUS SOFTWARE 

It never hurts to install an antivirus 
application on your tablet, especially 
one that features a firewall and virus/ 
malware detection. You may also be 
able to find an antivirus application 
suite that provides typical security fea- 
tures, but also includes a remote wiping 
functionality and other features. 

CONSIDER A MOBILE DEVICE 
MANAGEMENT SOLUTION 

For an extra security level above an- 
tivirus and even sandboxing, enter- 
prises may want to consider MDM 
(mobile device management) software. 
MDM solutions can be installed on 
smartphones, tablets, and other mo- 
bile devices to give the company full 
control. MDM solutions provide ad- 
ministrators with the capability to 
monitor and manage traffic and data 
stored on applicable devices, make 
sure employees aren't connecting to 
unsecure networks, and even whitelist 
or blacklist certain applications to con- 
trol whether employees can or cannot 
download and install them. One po- 
tential problem with MDM solutions is 
that they can often be viewed as over- 
bearing from an employee perspec- 
tive. For that reason, you should find 
the right MDM balance depending on 
whether you issue company devices or 
allow BYOD. 

USE PHYSICAL SECURITY 

Once you have all of the software- 
based concerns out of the way, you 
should also issue a screen protector 
and hard case with every tablet you 
hand out. Many tablets have glass 
screens or generally fragile frames that 
can be easily damaged if dropped, 
but hard cases will also protect the 
internal components. If some of your 
employees are also business travelers 
with laptops, it might be a good idea 
for them to put their tablets in their 
laptop bags for extra protection. 
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Split Personality 

Are Tablets With Multiple Operating Systems A Viable Enterprise Option? 



An issue that enterprises have con- 
cerning employees using mobile de- 
vices for work-related tasks is keeping 
company apps and data protected. For 
security, compliance, intellectual prop- 
erty, and other reasons, enterprises go 
to great lengths to do this, including 
spelling out acceptable usage practices 
in policy. Some enterprises also tackle 
the work/personal data dilemma by 
installing device- and application-man- 
agement software on company- and 
employee-owned devices that essen- 
tially creates "dual personas" to keep 
the data types separate. A similar ap- 
proach that could find traction and 
prove beneficial to enterprises is de- 
ploying tablets capable of running mul- 
tiple operating systems. The following 
explores what such tablets could offer. 

HERE & NOW 

While many interested parties seem 
to agree there are numerous positives 



for allowing employees to use mobile 
devices for work-related tasks, many of 
those individuals also agree there are in- 
herent risks involved, including the po- 
tential for sensitive company data to be 
lost, stolen, stored, and shared in ways 
that could put a company on the wrong 
side of compliance and regulatory issues. 

Dual-persona solutions attempt to 
balance company-control concerns 
against employee-right-to-privacy con- 
cerns by segregating company data and 
applications from personal data. The ap- 
proach can be a win-win for both parties, 
because the company can remotely wipe 
its data if, say, the device is stolen or the 
employee is fired, and the employee can 
operate knowing the company can only 
access company data and his personal 
data and apps won't be affected. 

An interesting hardware-driven 
twist on this approach is apparent in 
certain newer devices. Commonly re- 
ferred to as dual- or multi-boot devices, 



these tablet or hybrid tablet-laptop-Ul- 
trabook devices provide users a plat- 
form on which they can switch among 
two or three OSes. One tablet, for ex- 
ample, lets a user boot to an Android, 
Windows 8, or Linux OS. Another hy- 
brid device, announced earlier this year, 
runs Win8 but can instantly switch 
to a virtualized form of Android. In 
theory, the user is gaining access to 
two separate computing systems built 
into one hardware platform that, de- 
pending on the device, could convert to 
tablet, laptop, and Ultrabook form fac- 
tors. One notion is that if such systems 
prove capable of handling enterprise- 
level chores, an enterprise could earn 
a greater ROI, because it could acquire 
one device that serves multiple mobile 
and desktop masters. 

Ross Rubin, who founded Reticle 
Research ( www.reticleresearch.com ) and 
serves as its principal analyst, says 
dual-OS tablets running Android and 



50 November 201 3 / www.pctoday.com 



MOBILE OFFICE 

BUSINESS ON THE ROAD 




"How will OS upgrades work? Will 
people try and update a version of the 
OS themselves? Will they run into issues 
if they do? A lot of these are questions 
that need to be addressed, and in general 
it seems that a multi-OS tablet really just 
adds an additional layer of complexity 
to this/ 7 



Windows, for example, could poten- 
tially satisfy some of the same require- 
ments that dual-persona software 
solutions do on mobile devices. The 
reason manufacturers tend to focus the 
multiple-OS approach at tablets and 
larger devices vs. smartphones has a lot 
to do with the OSes that run on those 
devices and their distribution, Rubin 
says. "Generally, we don't see smart- 
phones that can easily switch back and 
forth between Windows Phone and 
Android, the two main licensed options. 
And Windows Phone is a less mature 
offering than its desktop cousin/' he 
says. "So, the platform where it becomes 
the most feasible option is on x86-based 
tablets, as well as convertibles and de- 
tachables or 'two-in-ones/" 

PROS & CONS 

Forrester ( www.forrester.com ) Analyst 
Christian Kane says that in theory, 
tablets with multiple OSes could offer 
enterprises an effective solution for 
separating professional and personal 
data similar to dual-persona solutions. 
However, there can be some issues re- 
lated to user experience. For instance, 
users will have to switch between 
OSes. "People want both work and 
personal tools available to them in the 
same place," he says. "Having to boot 
into one OS or another will really im- 
pact that experience." There's also the 
potential that some employees simply 
won't use a "work-designated" OS 
and will instead install work apps on 
the "personal" OS. 

Another issue is that a user of a mul- 
tiple-OS device must learn and become 
comfortable with each OS. Millions of 
workers likely have some familiarity 
with Windows and its nuisances, for 
example, but they may have less expe- 
rience with Android for work usage. 
Rob Enderle, principal analyst for 
Enderle Group ( www.enderlegroup.com ), 
says "very different user interfaces tend 
to drive the users nuts, which is why 
whenever this has been tried in the past 
the product has failed in market." 

Despite the negatives, there are 
some potential benefits. An employee, 



for example, could use the Microsoft 
Office programs she's familiar with on 
a device's Windows OS but switch to 
Android to connect to a personal so- 
cial network account, watch movies, 
play games, or more. Another benefit 
pertains to apps, as a multi-OS device 
would enable tapping into far more 
apps overall from the respective app 
stores connected to each OS than would 
otherwise be possible with a device run- 
ning only one OS. So, for example, if 
an app wasn't available for one OS, it's 
quite possible it would be for the de- 
vice's other OS. 

"The main reason for opting for this 
solution would be to take advantage of 
apps that aren't available for one oper- 
ating system — generally 'modern' apps 
under Windows," Rubin says. He adds 
that another option could be to run a 
virtualized OS or access apps from a 
server via a thin client option. "If of- 
fering both personal and controlled 
work environments is the goal, then the 
solution doesn't necessarily need to in- 
volve dual-operating systems," he says. 
"There are other options for locking 
down Windows. In addition, users may 
not be looking for a particular operating 
system on a particular device. For ex- 
ample, many Android apps are still not 
optimized for tablets." 

LINGERING CONCERNS 

For Kane, performance is a question 
concerning the potential of dual-boot 



Christian Kane 

analyst, Forrester 



tablets, namely if IT-imposed security 
aimed at the devices will require doing 
things that negatively impact the user 
experience. "How will OS upgrades 
work? Will people try and update a 
version of the OS themselves? Will 
they run into issues if they do? A lot 
of these are questions that need to be 
addressed, and in general it seems that 
a multi-OS tablet really just adds an 
additional layer of complexity to this," 
he says. 

Enderle points out protection and 
security as worries. "Dual-boot sys- 
tems have historically been problem- 
atic for a number of reasons largely 
connected to the inability to reliably 
protect the storage one OS uses from 
the other OS," he says. This can lead to 
file corruption, security violations, and 
cross-platform virus infections, he says. 
For now, Enderle believes the risks of 
adopting dual-boot devices exceed the 
benefits, "particularly with more focus 
on security and with the cost of devices 
coming down sharply. The fact that 
two devices, one for personal and one 
for business, is both safer and far more 
affordable for most will win out over 
the convenience of a single-device solu- 
tion near-term," he says. Long-term, he 
believes a vendor will eventually figure 
out how to "make the use of two sepa- 
rate platforms on a virtual machine 
that sandboxes the consumer side and 
fully protects the business side, and 
they will own this opportunity." 
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In-House Or Outsource? 

The Best Option To Create Content/Services For Your Mobile Web Browser Users 



The question for many companies 
already with a fully rounded Web 
presence for full-sized Web browsers 
isn't if they should offer comparable 
content/services to mobile browser 
users. The question is how. Often, de- 
cisions concerning design, develop- 
ment, and deployment come down 
to whether to use internal staff, out- 
sourcing, or both. The route a company 
chooses can greatly depend on how 
it's currently positioned. The following 
explores the topic. 

WHY OPTIMIZE? 

Optimizing content for mobile 
browsers that meets users' expectations 
isn't easy. Beyond designing mobile- 
optimized and mobile-only Web pages, 
the process can involve enabling a full- 
sized Web page to know when a user 
is viewing it in a mobile browser to 
transform the page so it's suitable for 
mobile viewing. Despite the difficulty 



involved, however, optimizing content 
is important. 

As Sian Rowlands, Juniper Research 
( www.j un i perresearch.com ) analyst, points 
out, mobile users (in particular those 
using handsets vs. tablets) operate de- 
vices markedly different than PC users. 
They're more likely, for example, to 
"snack" on short video clips and news 
articles on smartphones but spend 
more time browsing and reading on 
PCs. One reason for this is mobile users 
often access content via cellular net- 
works, which isn't typically the case 
with PCs. Optimizing content for mo- 
bile browsers is also important simply 
because forcing users to zoom on oth- 
erwise "full-sized" content on a smaller 
screen is frustrating. 

Companies seeking to provide con- 
tent/services for mobile browsers 
should also note websites not op- 
timized for this can be slow to load 
via cellular networks. This, Rowlands 



says, can test users' attention spans and 
leave a negative impression of the com- 
pany. The companies that recognize 
this is an issue have altered their algo- 
rithms for mobile site rankings accord- 
ingly, she says. 

Optimizing content can also return 
benefits to companies. For example, 
companies can build-in a "click-to-call 
link" or integrate content with a map- 
ping app and provide an overall more 
satisfying user experience, Rowlands 
says. Other possibilities include guiding 
users directly to a mobile site using a 
QR (Quick Response) code (some- 
thing generally "more straightforward 
than typing a lengthy site name into a 
browser"), and use QR codes as a bridge 
between print and mobile media to pro- 
vide "another dimension to the user's 
involvement with a website," she says. 

Ultimately, mobile sites should be 
convenient, easy to navigate, and acces- 
sible on a variety of devices. Numerous 
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"Try to retain your architecture because 
this affects your legacy applications. It 
affects your future scalability [and] inte- 
gration possibilities, and you may even 
have some key intellectual property in 
terms of architecture you may want to 
retain internally/ 7 

Altaz Valani 

senior consulting analyst, Info-Tech Research Group 



mobile sites, for example, currently 
have Flash content that won't load 
properly on certain devices, Rowlands 
says. 'Ignoring this can have serious 
consequences," she says. One reason 
mobile ad spending is proportionately 
much lower than digital is because mo- 
bile advertisers have frequently ported 
desktop advertising to mobile, some- 
thing that doesn't work on iOS devices, 
because they don't allow for storing 
third-party cookies, she says. Thus, "ad 
networks are required to operate in a 
completely different manner for mobile 
as their targeting capabilities are less- 
ened," Rowlands adds. 

INTERNAL VS. OUTSOURCE 

Companies that want to optimize 
content for mobile browsers should rec- 
ognize several existing conditions, says 
Altaz Valani, Info-Tech Research Group 
( www.infotech.com ) senior consulting 
analyst. Namely, mobile is highly per- 
vasive, devices change frequently, and 
the mobile experience doesn't neces- 
sarily preclude a desktop experience. 
Often, users expect a desktop-like 
performance on mobile devices and 
seamless experience across form fac- 
tors. Thus, the goal should be to try and 
manage the rapid pace at which devices 
change and maximize the reuse of code 
across form factors and devices. All this 
is "geared toward maintaining feature 
parity and also maintaining code parity 
across the different kinds of devices out 
there," he says. 

Rather than approach mobile "as 
something totally brand new," Valani 



recommends examining the Web devel- 
opment skills the organization already 
has and consider a "pivot strategy from 
where you are today in terms of your 
strengths over onto the mobile space." 
Other considerations can include im- 
plementing some form of cross form 
factor testing, which "is very difficult 
to automate but needs to be done," 
and launching some type of automated 
mechanism for testing, Valani says. 
Solutions around cloud, open-source, 
and commercial tools are available for 
this, he says. "Given the context, given 
the goals, and given how we plan to 
implement the goals, now we get to the 
question," he says, " And the heart of it 
is: Should I outsource what I'm looking 
for or not?" 

Some factors to consider include 
how much raw talent and bandwidth 
the company has. A company with 
very low raw talent and bandwidth, 
for example, is in a high-risk position 
to immediately outsource because "you 
don't know what you don't know 
at this stage," Valani says. He recom- 
mends doing some internal prototyp- 
ing first to bring down the learning 
curve so "you can intelligently deter- 
mine what the next step should be." 
Companies with a lot of bandwidth 
but little talent to perform in the mobile 
space are good outsourcing candidates, 
though Valani doesn't recommend 
outsourcing everything. Similarly, 
companies that have talent to work 
the mobile space but possess little 
bandwidth are also good candidates. 
Those with considerable bandwidth 



and talent will likely want to look at in- 
ternal development. 

If you are leaning toward out- 
sourcing, Valani recommends looking 
at the entire software-development pro- 
cess, including design, development, 
testing, deployment, and maintenance 
phases. As an initial step, Valani ad- 
vises against outsourcing design. "Try 
to retain your architecture because this 
affects your legacy applications. It af- 
fects your future scalability [and] inte- 
gration possibilities, and you may even 
have some key intellectual property in 
terms of architecture you may want to 
retain internally." 

Valani sees mobile as still being 
"relatively young," and his observation 
is "companies are still struggling with 
going out and trying to determine the 
best strategy to get into mobile," which 
is why he recommends a pivot strategy. 
"It's the lower-risk strategy vs. trying to 
develop something brand new, which 
can lead to code fragmentation, pro- 
cesses fragmentation, and all kinds of 
other issues downstream," he says. 

Good outsourcing candidates within 
the design phase include development 
and testing, he says. Check that the 
team you outsource with has experi- 
ence ("because you're paying for the 
talent") and understands your stan- 
dards for development. Often, "you 
may come across a company that's 
done this before, but they do it their 
way because they have their own li- 
braries and their own process to make 
it work," he says. "That may not be a 
good outsourcing strategy, so you have 
to consider the processing element of 
it, too." 

From an ongoing perspective, when 
companies get into development 
there's a maintenance cycle that kicks 
in, Valani says. As a rule of thumb, the 
initial launch of any Web-based ap- 
plication or website is "just the start 
of something that will be an ongoing 
maintenance effort." Thus, ensure the 
build and deployment processes are 
well-controlled from the company's 
perspective "so you can control the ex- 
ecution of the flow," he says. 
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Smartphone Tips 



Mobile Browsing Advice 



WINDOWS PHONE 



GET INTERNET SEARCH 
HELP FROM BING 

>* If you would like Bing to 
automatically suggest com- 
plete search terms as you 
type a search into the Internet 
Explorer address bar, tap 
More (three dots in a hori- 
zontal row), tap Settings, tap 
Advanced Settings, and select 
the option phrased "Get sug- 
gestions from Bing as I type." 
Now, when you search in 
Internet Explorer by either tap- 
ping and typing on the address 
bar or pressing your device's 
Search button and beginning 
a search, Bing will offer auto- 
complete words and phrases 
based on what you type. 



HAVE NFC? USE IT TO SHARE WEB PAGES 

>- If your smartphone includes NFC (Near Field Communication) short-range wire- 
less functionality, you can (among many other things) share whatever Web page 
you're currently browsing with other Windows Phone users, provided that they are 
nearby and also have NFC-capable phones. First, make sure each user turns on NFC; 
to do this, tap Settings (gear icon), tap Tap+Send, and move the switch to On. Then, 
in Internet Explorer, access the Web page you wish to share, tap More (three dots in 
a horizontal row), tap Share Page, tap Tap+Send, and touch the other person's smart- 
phone with your smartphone. 

PRESERVE YOUR CHARGE, SHUT DOWN OPEN WEB PAGES 

>- You might be among the many Windows Phone users who don't know that 
opening Web pages and not closing them means those pages are maintaining an 
Internet connection (and sapping your device's battery charge) in the background. 
In Internet Explorer, tap More (three dots), tap Tabs, and then tap X however many 
times is necessary to close every open tab. If you wish to clear all open Internet con- 
nections in one fell swoop (that is, connections that exist in the background for various 
mobile apps), you can do that by accessing the Start screen, swiping left, tapping 
Settings (gear icon), tapping Wi-Fi, and sliding the Wi-Fi Networking switch to the 
Off position. 
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ANDROID 



Know your mobile 
Chrome browser icons 
for smart searching. 



INTERPRET THE ICONS 

>* When you type a search into the 
mobile Chrome browser in Android 
(which, by the way, means typing into 
what Microsoft would call the address 
bar but what Google refers to as the 
"omnibox"), you will see tiny icons 
appear next to the characters you type. 
Knowing what these icons mean can 
speed up what you select and thereby 
speed up your searches; otherwise, 
you can end up selecting items that 
aren't at all helpful. So here's a run- 
down of what the icons mean: 

• A magnifying glass icon indicates 
a current Web search — if you're 
looking for something you haven't 
searched for recently or saved as 

a favorite, this is your best bet for 
finding it fast 

• A star icon denotes a Web page you 
have saved as a favorite 

• A clock icon appears next to items 
that are saved in your browsing 
history — click this only if you know 
you recognize this as the page 
you're looking for; otherwise you 
will end up retyping your search 

• A globe icon represents links to 
websites that Google's algorithms 
deem related to your search — this 
is handy if you want to explore 
new sites but can be aggravating if 
you're looking for a specific website 
or list of results 



DELETE BROWSER HISTORY 

> If you're using the Chrome browser with Android 4 or later, you may 
be wondering how to remove your browser history. This isn't just a 
good security practice; it also keeps Chrome running lean and mean. 

To access Chrome's history, launch Chrome and type chrome:history 
in the address bar. The browsing history will display. You can tap any 
item in the history list to quickly go to that URL. 

You can delete individual history items by tapping the drop-down 
icon to the right of the item and selecting the Remove option. To remove 
multiple items, tap to the left of an item; a check mark will appear. Tap 
to the left of additional items to select them, and then tap the Remove 
Selected Items button. 

If you want to remove all of your browsing 
history in one fell swoop, go to Menu, 
Settings, Advanced, and Privacy. Tap Clear 
Browsing Data. A list of browsing data types 
will display. Place a check mark next to 
Browsing History, as well as any other data 
types you wish to remove, and tap the Clear 
button. 
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Clear out old, unnecessary 
browser data by deleting 
Chrome browser history. 



KEEP FLASH AT BAY 

> Your Android phone can run Flash-based 
Web features, including video, audio, and ani- 
mated graphics. But Flash doesn't just affect 
how quickly your browser can render a Web 
page; it may also cost you in data rate charges 
and battery run time. 

A better way to use Android's Flash capabili- 
ties is to pick and choose the Flash content you 
want to load in your browser. With just a few 
taps, you can tell the default browser to only 
display Flash content when you tell it to. 

There may be slight differences in how this option is set, but these in- 
structions should work for most versions of Android and its web browser. 
Bring up the Settings screen for the browser, and then tap Advanced. In 
the Enable Plug-ins section, change the option from " Always On" to "On 
Demand." Restart the browser. 

The next time you visit a website that uses Flash, you will see icons for 
each piece of Flash content that would normally appear on the page. Tap 
an icon to load and display that particular Flash element; ignore icons for 
any Flash content that doesn't interest you. In addition to saving a little 
money and battery power, you may also squeeze a little more time out of 
your day. 
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SEARCH ON A WEB PAGE 

> BlackBerry 10's Web browser in- 
cludes a feature that lets you search 
for text on a Web page. Select More 
(icon with three vertical dots), se- 
lect Search (magnifying glass icon), 
and enter the text for which you 
would like to search. Alternatively, 
you can simply press the S key to 
access the search box. 

USE SHORTCUTS TO 
NAVIGATE QUICKLY 

> The browser included with 
BlackBerry 10 features numerous 
single- and double-key shortcuts 
you can use to move around quickly 
within the browser. Below is a list 
of a few shortcuts we think you'll 
find most handy. Most are easy 
to remember, with the letter cor- 
responding to the action. Refresh 
and bookmarks, though? They just 
require some memorization. 

L - Refresh the Web page 
I - Zoom in on a page 
O - Zoom out on a page 
R - View the page in "reader" 
mode 

S - Search for text on a page 
N - Forward to the next Web 
page 

P - Back to the previous Web 
page 

K - Access your bookmarks 
H - View your browsing his- 
tory 



Keyboard shortcuts 
get the job done fast. 
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ADD A WEBSITE TO YOUR HOME SCREEN 

> If you regularly visit your company website or have any other sites that you 
visit often, BlackBerry's OS gives you the option of adding an icon to your home 
screen for quicker access. In your smartphone's browser, type a website URL 
into the address bar and wait until the site loads. Press the BlackBerry Menu 
key until a list of suggestions pops up and then select Add To Home Screen. 
Here you'll have the opportunity to change the name of the shortcut and decide 
where you want the icon to appear. Give the shortcut a brief and easily recog- 
nizable name for quicker reference. Click Add and the website shortcut should 
show up on your home screen. 

PASSWORD KEEPER 

> It seems like every website you use 
requires a username and password, 
and it's not safe to use the same pass- 
word for all of them. Also, some sites 
even require you to regularly change 
your passwords. To help you keep 
track of them all, BlackBerry offers the 
Password Keeper utility, an applica- 
tion that lets you record and manage 
all of your usernames and passwords 
in one place. 

To launch Password Keeper, select 
the Applications folder from the main 
menu and then select the Password 
Keeper icon. The first time you launch 
the utility, you will be prompted to 
choose and confirm a new master 
password. Enter your password and 
select OK. To add a new entry, press 
the Menu key, click New, type the rel- 
evant information (username, pass- 
word, website), click the trackpad/ 
trackball, and then click Save. 

Password Keeper can also gen- 
erate random passwords of any given 
length with letters, numbers, and sym- 
bols. To do this, click the Menu button 

from within Password Keeper, select New, press the Menu button again, and 
select Random Password. Use the Options menu option to adjust the param- 
eters of the random password. Now that remembering passwords is no longer a 
problem (just don't forget your Password Keeper password), you can fortify all 
those weak passwords you've been using and reusing. 
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Password Keeper for your BlackBerry keeps 
track of all your usernames and passwords. 
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iOS 



QUICKLY ENTER .COM 
& OTHER DOMAINS 

> Beginning with iOS 7, the Safari 
browser no longer has a .com key 
for quickly entering a domain. 
With iOS 7, when you type a Web 
address directly into the address 
bar, as soon as you reach the point 
at which you need to enter a do- 
main simply tap and hold the pe- 
riod key. This brings up a small 
menu that lets you choose from 
a short list of common domains: 
.com, .us, .org, .edu, and .net. If 
the website you want to visit uses 
a different domain, you'll have to 
type it manually. 

ACCESS YOUR COMPANY'S 
INTRANET 

> If your company's network 
administrators have configured 
the iOS VPN (virtual private net- 
work) features to work on your 
iPhone, you may be able to access 
your company's intranet page via 
the Safari mobile browser. Open 
Settings and tap the switch to 
turn on VPN, and then wait for 
the private network connection to 
be established. You can tell you 
are connected to the VPN when 
the small VPN icon appears at the 
top of the screen. Once connected, 
open the Safari app, type the in- 
tranet URL into the address bar, 
and tap Go. 



Turn on VPN to access 
your company's intranet. 




Deleting the website data 
that the Safari mobile 
browser accumulates can free 
up some space. 



CLEAR OUT OLD WEBSITE JUNK 

> Just like the browsers installed on your desktop or laptop computer, 
the Safari browser on your iPhone can collect all kinds of data that you 
don't necessarily need. The good news is that it's easy to get rid of all of 
that unnecessary junk, provided that you don't expect you'll need to go 
back and review your mobile browsing history, and that you aren't both- 
ered by the thought of having to re-enter some passwords on websites 
you frequently visit. 

Unlike desktop browsers, the iPhone Safari browser isn't the place to go 
to begin cleaning house. Instead, go to Settings on your iOS 7 device, scroll 
down to the fourth collection of settings (the one that includes the core iOS 
7 native apps) and find Safari at the bottom. Tap it, scroll down toward 
the bottom of the screen, and tap Clear History; when prompted, tap Clear 
History again. Then tap Clear Cookies And Data; again, when prompted, 
tap Clear Cookies And Data once more. These steps clear out the cache in a 
manner similar to how you would clear out the Internet Explorer, Firefox, 
Chrome, or Safari browser on your desktop. 

In iOS 7, however, as with previous versions of Apple's mobile operating 
system, the steps we've just covered don't get rid of everything. While 
you are still on the Safari settings page, scroll down even further and tap 
Advanced. Tap Website Data, and you will see a list of all of the website- 
specific data that your iPhone is storing along with the total size of the data 
that has accumulated. To remove data associated with specific websites, 
tap Edit at the top right corner of the screen, and for each item you want to 
remove tap the red minus sign beside it and then tap Delete. To remove all 
of the data associated with all of the sites listed, scroll to the bottom of the 
settings screen, tap Remove All Website Data, and confirm the action by tap- 
ping Remove Now. 
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A Quick Guide 



Even if you're not a bona fide au- 
diophile, it's likely that you are fa- 
miliar with the MP3 audio format. 
Indeed, you probably have MP3 files 
in your digital music library. MP3 has 
been the most popular format among 
digital music listeners for years and 
is almost universally supported by 
devices that play digital music. Still, 
MP3 is far from the only audio format 
in use, and in fact has some draw- 
backs compared to certain other for- 
mats, including lagging sound quality. 
Other formats, however, don't enjoy 
the widespread support MP3 does. 
This article provides details about the 
most common audio formats in terms 
of mobile device use and explains how 
the formats differ. 

FORMATS & CODECS 

Whether buying digital music from 
an online music store or ripping tracks 
from CD (i.e., copying tracks from 



media to a computer of some kind) to 
listen to on a mobile device, it's vital to 
know what audio formats that device 
supports. Typically, you can find this 
information by checking the device's 
specifications on the manufacturer's 
website, in the users manual, or the 
box in which the device shipped. 

Understanding the differences 
between audio formats and codecs 
is also important. A codec (short for 
compressor-decompressor) is soft- 
ware that uses algorithms to encode 
and decode audio data from an audio 
source (such as a CD) based on an 



audio format, and then stores the 
data as an audio file. MP3 is one ex- 
ample of an audio format, and a de- 
vice must support the MP3 format in 
order to play MP3 files. 

Consider the process of ripping 
tracks from an audio CD using Micro- 
soft's Windows Media Player soft- 
ware. Like most audio/ video software, 
WMP supports ripping tracks using 
one of many supported audio formats, 
including MP3. By default, however, 
WMP uses a Windows Media Audio 
codec to create WMA files. To play the 
files, a mobile device must support the 



Whether buying digital music from an online 
music store or ripping tracks from CD to listen to on a 
mobile device, it's vital to know what audio 
formats that device supports. 
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WMA format, something not all de- 
vices do. 

It's also important to under- 
stand that audio formats are gener- 
ally categorized as uncompressed, 
lossless, or lossy. Uncompressed 
formats, such as the WAV format, 



use no compression when encoding 
audio data, so the process to create 
uncompressed audio files removes 
no original audio data but generates 
large audio files (roughly 10MB of 
space per one minute of audio in the 
case of WAV files). Lossless formats, 
such as FLAC, use compression to 
create smaller files but lose no data. 
Lossy formats, such as MP3, use a 
great deal of compression compara- 
tively to create small files but remove 
original data to do so. Generally, 
uncompressed and lossless formats 
are considered to provide better 
audio quality than lossy formats. 
Additionally, while it's possible to 
compress, say, a FLAC file, it's not 
possible to add audio data back to an 
MP3 file. 

BIT RATES & QUALITY 

Years ago, consumers purchased 
PMPs (portable media players) solely 
to store, transport, and play songs 
they ripped from their music CDs. If 
those CD tracks were not compressed 
into smaller digital files, however, a 
PMP couldn't store many songs. The 
key to ripping tracks effectively is in 
the bit rate, which is one element that 
affects the size and sound quality of a 
resulting audio file. 

Bit rate refers to how much data 
is delivered over a set amount of 
time. In audio terms, bit rate is typi- 
cally measured in Kbps (kilobits per 
second), thus a 128Kbps track delivers 



128 kilobits per second. Generally, 
a higher bit rate results in higher 
quality, but it also results in a larger 
file size and therefore requires more 
storage space. Ripping an audio track 
with a 128Kbps bit rate (considered 
near CD-quality), for example, creates 



a smaller file and uses less space than 
a 320Kbps file but has lower quality. 
Today, users obtain digital music pre- 
dominantly from online music stores, 
and the two leading stores sell tracks 
downloaded as 256Kbps digital files. 

Related to bit rate is CBR (con- 
stant bit rate) and VBR (variable bit 
rate). A track with a CBR means the 
same bit rate was used throughout 
the creation process. A track with 
a VBR means the bit rate adjusted 
according to the track's data. For 
example, the bit rate would adjust 
upward (and store more data) to 
match the intricacy of a 10-piece 
string section but adjust downward 
(and store less data) for a one-note 
triangle section, all without losing 
any audio quality. 

AUDIO FILE FORMATS 

As mentioned, although MP3 is 
supported by virtually all mobile de- 
vices, the same type of support isn't 
true of other audio formats. The eas- 
iest way to check which formats a 
device supports is referencing the de- 
vice's specifications. The following 
are common audio formats. 

AAC (Advanced Audio Coding). 

AAC is a lossy format with wide- 
spread device support. The format is 
known for offering improved com- 
pression over MP3, thus producing 
smaller files at the same bit rate, but 
with equal or better audio quality. 



Files encoded in the AAC format are 
often stored in an M4A file container 
and use the .M4A file extension. 

AIFF (Audio Interchange File For- 
mat). The AIFF format is an uncom- 
pressed audio format that's known 
for its use with Mac computers and 
for producing audio files very high in 
quality but also large in size. 

ALAC (Apple Lossless). Developed 
by Apple, this lossless format is con- 
sidered akin to FLAC. Similar to the 
ACC format, ALAC-encoded data is 
often stored in an M4A file container, 
with files sporting an .M4A extension. 

FLAC (Free Lossless Audio Codec). 

In addition to being open source, the 
FLAC format is arguably the most 
commonly used lossless audio format 
and is considered to produce files 
with high audio quality. 

MP3 (MPEG Audio Layer 3). Created 
in the 1980s, MP3 has long been the 
most popular audio format among 
users. The format uses a lossy com- 
pression that isn't considered as effi- 
cient as newer formats; however, the 
MP3 format is supported by virtually 
all modern portable devices. 

Vorbis. This lossy audio format is 
often referred to as Ogg Vorbis (an 
open-source audio and video file con- 
tainer). Files encoded in the format 
have an .OGG extension. Vorbis is 
considered to offer better quality than 
MP3 but is not as widely supported. 

WAV. This audio format creates un- 
compressed files that feature CD-like 
quality but that are especially large 
in size, because no data is removed 
during encoding. 

WMA (Windows Media Audio). 

Developed by Microsoft, WMA is a 
proprietary, lossy format considered 
to produce audio files similar to MP3 
and ACC files but with less support 
among devices. 



The key to ripping tracks effectively is in the bit rate, 
which is one element that affects the 
size and sound quality of a resulting audio file. 



PCToday / November 201 3 59 



PERSONAL ELECTRONICS 

TECH FOR HOME & LEISURE 




Digital Cameras 
& Camcorders 



A Feature-By-Feature Guide 

The best camera or camcorder for 
you depends entirely on how you plan 
to use it, and often it boils down to 
whether you value versatility or porta- 
bility. In this article, well explain what 
to look for when shopping. 

TYPES OF CAMERAS 

The biggest, heaviest cameras are 
DSLR (digital single-lens reflex) models 
that use a mirror and a prism to let you 
look through the optical viewfinder 
and see exactly what image is coming 
through the lens. DSLRs accept a variety 
of lenses, which makes them versatile 
but adds to their expense. DSLR cam- 
eras also vary in size, from the larger 
full-frame models with the largest sen- 
sors (more on that later) to small models 
with smaller sensors. There are also 
newer mirrorless designs (sometimes 



called Four Thirds models) that dispense 
with the mirror and prism (and often the 
optical viewfinder) to substantially de- 
crease size and weight, but they are slow 
to focus relative to their larger cousins. 
Compact point-and-shoot cameras 
have improved in quality dramatically 
throughout the years, but have tiny sen- 
sors, focus relatively slowly, and don't 
have as many accessories compared to 
DSLRs. They also lack swappable lenses. 
You must weigh these disadvantages 
against the convenience of portability. 

RESOLUTION & SENSOR SIZE 

Although many manufacturers tout 
the MP (megapixel) rating of a camera 
or camcorder, MP is one of the most 
irrelevant specifications. It tells you 
only the number of pixels (picture 
elements) the sensor can capture, but 



nothing about more important fea- 
tures of the sensor (such as physical 
size) that contribute to image quality. 

Getting great pictures is all about cap- 
turing as much light as possible, and a 
smaller sensor with a high MP rating 
will always capture less light than a 
larger sensor with a smaller MP rating. 
Larger sensors also allow for less noise 
(the little speckles of color that plague 
shots from small sensors), and a shal- 
lower depth of field. Depth of field con- 
trol is what lets photographers do things 
like put someone's face in sharp focus 
while blurring the background. 

IMAGE STABILIZATION 

Unless you plan to shoot with a 
monopod or tripod, image stabilization 
is a key feature. This technology reduces 
or eliminates the small motions inside 
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the camera or camcorder, where images 
are recorded. The best form of this is 
optical image stabilization, where lens 
elements move opposite to the motion 
to cancel it out. Many camcorders offer 
a much less expensive version called 
digital image stabilization. The image 
is zoomed slightly, and a program in 
the camera then does all the work of 
making sure the center portion of the 
frame remains stable even though the 
camcorder body is shaking. 

ZOOM 

If you're buying a camera with in- 
terchangeable lenses, you can get any- 
thing from a fixed "prime" lens with 
no zoom to a massive telephoto with 
a tremendous range. Cameras with 
integrated lenses vary wildly in their 
zoom abilities, ranging from 3x all the 
way up to 30x and beyond. When com- 
paring zoom levels, don't look at the 
"x" number, but instead use the "35mm 
equivalent" ratings: Lower numbers 
are better when you want a lens that 
can shoot wide or panoramic shots, 
and higher numbers are better when 
you need something that can shoot ex- 
tremely distant subjects. For example, 
a superzoom with a 24-720mm 35mm- 
equivalent lens can back off for a wide 
shot or zoom up to 30x. Be aware that 



DON'T FORGET 
THE EXTRAS 

Accessories and extra features 
are often overlooked when shop- 
ping. If you need to shoot under- 
water, for example, is a waterproof 
housing available? Do you need 
an integrated GPS to geo-tag 
shots so you know where they were 
taken? Do you need lenses and 
bodies that are rugged for de- 
manding outdoor shoots? A 
Steadicam attachment for your cam- 
corder? Multiple external flashes to 
do complex lighting for real estate 
shots? Make sure you have every- 
thing you need before you go. 



higher zoom levels decrease the amount 
of light that is let in and magnify camera 
shake, making it important to use image 
stabilization or a monopod/ tripod. 

CONTROLS 

Many consumer-level cameras favor 
ease of use over too many controls, 
but that isn't always a good thing. 
Ideally, you want a full manual mode 
with separate controls for ISO, shutter 
speed, and aperture. ISO adjusts how 
sensitive the camera sensor is to light; 
higher numbers make it more sensi- 
tive but also contribute to image noise. 
Shutter speed adjusts how long light 
is let into the camera; higher speeds 
are needed to freeze fast action, and 
lower speeds are useful in dim lighting. 
Aperture adjusts the size of the hole 
that lets light in. Adjusting these ele- 
ments lets you capture images in all 
types of lighting and timing conditions. 

Not all cameras come with full 
manual modes, but most come with 
aperture-priority and shutter-priority 
modes. Aperture-priority lets you se- 
lect the aperture and then the camera 
decides an appropriate shutter speed 
for a proper exposure. Alternatively, 
shutter-priority mode lets you choose 
how long to leave the shutter open, and 
the camera decides how big to make the 
aperture for proper exposure. Knowing 
the right mode to use in different 
shooting situations makes a big differ- 
ence with quality. 

FOCUS 

Nearly all cameras and camcorders 
sold today have autofocus, but if you 
want total control look for a model 
that allows for manual override. Focus 
modes that can lock in on a subject and 
adjust as the subject moves are impor- 
tant if you plan to take action shots. If 
you use a camera with interchangeable 
lenses, note that not all of them have 
their own autofocus motors, and all of 
them will autofocus a bit differently. 
The sharpest lens on the planet is worth- 
less if you can't focus with it, so test 
them out at the store whenever possible 
before buying. 



VIDEO CAPABILITIES 

gg£ Any camera or camcorder you 
U buy should have 720p video 
capability, minimum; 1080p is pre- 
ferred as that is the native resolution 
of most HDTVs. Some cameras and 
camcorders let you take still images 
while you record video. 

MICROPHONES 

Most cameras and camcorders 
* come with stereo microphones, 
but often the quality is mediocre and 
there isn't a lot of stereo separation. 
They also tend to pick up wind and 
internal motor noise. For best quality, 
invest in an external microphone. 

OUTPUT 

r^PP Most computers and some 
I— I TVs have memory card 
readers that can pull files off the 
camera's memory card. Most cam- 
eras also have USB (Universal Serial 
Bus) or HDMI (High Definition 
Multimedia Interface) ports that let 
you transfer images to a PC or TV via 
a proper cable. 



APERTURE 

Aperture is the hole in the lens 
^^ar- that lets light through. The 
bigger the hole, the more light, and 
the more angles through which light 
can enter. On cameras this is mea- 
sured in focal length, or f-numbers 
(f/1.8, for example), where lower 
numbers represent a larger hole (for 
instance, f /2 is significantly larger 
than f/4). Lenses with lower f-num- 
bers are better for shooting in low 
light and controlling depth of field. 

OPTICAL VIEWFINDERS 

t \ The optical viewfinder is the 
' J eyepiece you look through 
to frame a shot. Photographers are 
increasingly forced to rely on the 
large displays on the back cameras 
to frame their shots, which wash out 
in bright light and don't provide the 
color range or clarity of an optical 
viewfinder. 
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SONY DSC-QX10/B SMARTPHONE ATTACHABLE 
LENS-STYLE CAMERA 

> Sony may just be on to something when it states its new DSC-QX10/B 
Lens-Style Camera ($249.99; www.sonystyle.com ) redefines the mobile pho- 
tography experience. The claim relates to the fact that while smartphone 
cameras are ultra-convenient for easily sharing images, they can't match 
a dedicated point-and-shoot camera's image quality. Sony is looking to 
change this dilemma with the DSC-QX10/B, which essentially builds an 
f/3.3-5.9-capable lens and 18MP image sensor into a standalone unit that 
clips onto a compatible iOS or Android smartphone. The DSC-QX10/B 
wirelessly connects with the smartphone via Wi-Fi or NFC, essentially 
turning the smartphone's display into a viewfinder you can use to frame 
and focus shots through a free PlayMemories Mobile app. The DSC- 
QX10/B also has its own MicroSD slot, microphone, and shutter release. 
You can also detach the unit from your smartphone, hold it in your 
hand or mount it to a tripod, and remotely capture shots that save to the 
memory card. For a step up in quality, Sony's DSC-QX100 ($499.99) has 
a 20MP CMOS sensor and 3.6x Carl Zeiss lens. 
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CANON POWERSHOT N 

> The influence of social networks is seemingly 
touching all aspects of life, including digital cameras. 
Take, for example, the Canon PowerShot N ($299.99; 
www.usa.canon.com ). Immediately after capturing 
a shot with the camera, a user only needs to press 
a dedicated Facebook Connect button to instantly 
upload images (making comments is also supported) 
to her account or to select groups using the camera's 
integrated Wi-Fi. That Wi-Fi support also enables 
sending shots to a computer or connecting wirelessly 
to a compatible printer. Instant Facebook uploads 
isn't the only trick up this camera's sleeve though. 
The PowerShot N also has a Creative Shot mode that 
creates five artistic versions of a shot automatically, 
a Hybrid Audio feature that produces a video using 
short video clips, and a Face ID system that automati- 
cally focuses on familiar faces. The camera also fea- 
tures an LCD that tilts 90 degrees and an integrated 
dual-ring lens that lets users control zoom 
and activate the shutter release. 




EPSON POWERLITE PRO CINEMA 6030UB 

> Diversity. That's the name of the cinematic game with Epson's recently released PowerLite Pro Cinema 6030UB 
home theater projector ($3,499; www.epson.com ). The projector offers a 2D/3D Full HD 1080p experience (two sets of 
3D glasses included) brought to you by Epson's three-chip 3LCD optical engine and high-end Fujinon lens. The pro- 
jector has contrast ratio of up to 600,000:1 and features 2,400 lumens of color brightness and 2,400 lumens of white 
brightness. Epson claims its 3LCD projectors offer up to three times brighter colors as compared with similar models 
from competitors. The company also stresses that support for high color and white brightness is vital to obtaining 
a "truly impressive image." High color brightness, for example, is important when projecting on larger screens, 
otherwise your images may lose detail or become muddy or soft. Of particular interest to enthusiasts should be the 
projector's support for ISF calibration, color isolation, and two anamorphic lens modes that make 2.35:1 anamorphic 
viewing possible without an external processor. 
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HOW TO COMBAT ATTACKS 



An unfortunate fact about using 
an Internet-connected computer these 
days, whether it is a personal or com- 
pany-issued notebook, is the constant 
threat of malware infection. Even 
when taking pre-emptive action to 
combat malware attacks, there's a fair 
chance one will eventually hit your 
notebook anyway, if for no other 
reason than the sheer volume of mal- 
ware that attackers introduce daily. 
Frighteningly, research from a leading 
security software maker cited 6.5 mil- 
lion malware samples were developed 
between January and March 2013 
alone. Of this number, Trojan horses 
accounted for 75% of all malware and 
were responsible for 80% of all global 
computer infections. 

What's startling is that these attacks 
included zero-day threats in which, as 
the name suggests, zero days expire 



between when a given vulnerability is 
discovered and when attackers release 
malware targeting the vulnerability. 
With malware being so prevalent and 
persistent, a large part of combatting 
it is being able to recognize signs that 
a system may be infected and then 
knowing how to troubleshoot the 
problem. Also important is what secu- 
rity tools are available to detect, protect 
against, and remove malware. The fol- 
lowing details these issues and others 
for notebook business users. 

> THE WARNING SIGNS 

Although new malware variants are 
constantly being developed and re- 
leased, malware is generally catego- 
rized into several common groups, 
including viruses, worms, rootkits, 
spyware, Trojans, key loggers, ad ware, 
and ransomware. What these groups 



have in common is an aim to infect a 
user's notebook to steal personal or 
company information, hijack the sys- 
tem outright, or cause other types of 
damage. Malware infections can tran- 
spire in numerous ways, including 
when you visit an infected website, 
install software or an app with mal- 
ware hiding inside, click links or open 
attachments in email, or insert an in- 
fected USB thumb drive. 

Though warning signs that mal- 
ware may be present can differ de- 
pending on the malware type, there 
are some primary indicators to look 
for. Michela Menting, ABI Research 
( www.abiresearch.com ) senior analyst, 
says the most common include ap- 
plications and programs running no- 
ticeably more slowly, slower Internet 
performance, and data or files that are 
unexpectedly deleted or altered. A 
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"Most malware will use the Internet 
connection to send information back 
or infect other computers on a network. 
Isolate the laptop and then run an 
antivirus scan." 

Michela Meriting 

senior analyst, ABI Research 



notebook running more slowly, for 
example, could indicate malware is 
stealing computing resources to fuel 
whatever activity the malware was 
designed to execute, such as hijack- 
ing the system to help generate and 
spread spam to other systems. 

Some specific examples of changes 
in notebook performance to watch 
out for include programs, files, and 
folders that take longer to open or 
that don't open at all and the note- 
book taking exceedingly long to 
shut down or not shut down at all. 
Menting says an easy way to check 
for system performance issues on 
Windows notebooks is to look at 
the processes running in the Task 
Manager and pay particular atten- 
tion to memory or CPU resources. 
"If users regularly check the Task 
Manager, they may be able to more 
easily spot when something looks dif- 
ferent from normal/' she says. 

Other odd or strange system-re- 
lated occurrences that can signal pos- 
sible malware activity include the 
notebook's battery draining more 
quickly than normal, beeps or alarms 
sounding unexpectedly, and internal 
fans speeding up for no obvious 
reason. Elsewhere, the sudden and 
constant appearance of error messages 
can be a clue that malware is present, 
as can a Web browser's home page 
changing or new toolbars appearing 
in the browser without the user's in- 
volvement. Additionally, an inability 
to access various system tools; mes- 
sages that report that administrator 
rights have been denied; and a sudden 
disappearance or appearance of unfa- 
miliar icons, shortcuts, folders, photos, 
and file types are all other possible 
malware warning signs. 

Pop-up messages, including those 
that display when a Web browser 
isn't even open, are another indica- 
tion that malware (particularly ad- 
ware and Trojans) may be present. 
An especially cruel type of malware- 
related pop-up is one that warns a 
user of security vulnerabilities on his 
notebook and recommends that he 



download or buy the suggested se- 
curity software (which happen to be 
fake). Other indicators to look out for 
are phony social network posts that 
the user appears to initiate and share 
with his contacts. 

> FIGHT BACK 

When you suspect malware has in- 
fected your notebook, Menting 
advises turning off its Internet con- 
nection. "Most malware will use the 
Internet connection to send informa- 
tion back or infect other computers 
on a network," she says. "Isolate the 
laptop and then run an antivirus 
scan." Additionally, ensure that anti- 
virus software on the notebook is 
up-to-date with the latest malware 
signatures. "If not, then copy a free 
AV program onto a USB thumb drive 
and use it to install [the software] on 
the disconnected infected PC," she 
says. More sophisticated malware, 
Menting says, "may be able to obfus- 
cate its presence, and others, such as 
zero-days, have simply not yet been 
uncovered by security firms and, 
therefore, an antivirus [program] 
will not help." In such cases, Menting 
says the best option may be to wipe 
the hard drive clean and reinstall the 
operating system. 

As a means of prevention, Menting 
says, at the least, you should en- 
sure that a firewall is running and 
working properly. Generally, she 
says, most operating systems have 
built-in security features that users 
should activate. Additionally, nu- 
merous programs (including PDF 
and document-creation programs) 



provide options to password-protect 
files. "These are really useful for 
protecting sensitive documents," 
she says. "On browsers, there are a 
number of security features that can 
also be activated or increased." 

Beyond built-in tools, numerous 
malware-removal tools are free for 
download and use, as are numerous 
useful and easy-to-use program- 
based, on-the-fly encryption tools 
and anti-theft products. Menting 
says, "Users should definitely con- 
sider protecting their data as well as 
their devices." She says specific fea- 
tures and abilities to seek out in such 
tools included antivirus, antispam, 
antiphishing, and antispyware; fire- 
wall and intrusion prevention sys- 
tems; email, browser, chat/instant 
messaging, and application protec- 
tion; privacy, ID, and online trans- 
action protection; encryption and 
password management; antitheft and 
remote locate /lock /wipe; and cloud- 
based services and backup platforms. 

Usage-wise, routinely run antivirus 
scans and avoid opening email and 
attachments or clicking links within 
messages from senders you don't 
recognize; don't reply to suspicious 
email; avoid visiting suspicious or un- 
known websites; don't click pop-ups 
that appear suspicious and consider 
using a pop-up blocker; and don't 
download and install software from 
suspect sources. Additionally, keep 
software, including Web browsers 
and security programs, updated; 
back up data regularly; and report 
suspicious activity to your company's 
IT department. 
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Excel Formulas 

MAKE THEM WORK FOR YOU 



Excel spreadsheets are useful for 
tracking finances, storing important fig- 
ures, or even creating databases of in- 
formation. But the only way to take full 
advantage of Excel is to use functions 
and formulas. Whether you simply 
want to find the sum total of a column 
of numbers or calculate compound in- 
terest, formulas are the best way to 
transform your data. Here are examples 
of formulas that might save you time. 



CALCULATE 
COMPOUND INTEREST 

Because Excel doesn't have 
a built-in function for calcu- 
lating compound interest, 



Excel doesn't have a built-in 
compound interest function, but you 
can use this relatively simple function 
to get the same result. 



Microsoft provides a formula that will 
get you the results you need using 
present value (PV), interest rate (R), 
and the number of investment periods 
(N). So, if you make an investment 
of $100 and want to see how much 
money you'll have in 10 years with a 
4% interest rate, you can plug those 
numbers into the =PV*(1+R) A N for- 
mula. In our example, your formula 
would be 100*(1+.04) A 10. Note that 
you need to change the 4% figure 





A 


B 


1 


Initial Investment ($) 


100 


2 


Interest Rate 


0.04 


3 


Time (In Years) 


10 


4 






5 


Total 


148.02 



into a decimal number, otherwise you 
might expect larger than life return 
on your investment. Calculate the for- 
mula and you'll see that over 10 years 
your initial $100 investment will grow 
to $148.02. 

> CALCULATE PERCENTAGES 

You can calculate percentages in a va- 
riety of ways using Excel, depending 
on the information you already know. 
For instance, you can use a simple di- 
vision formula to find a comparison 
between two numbers. For instance, if 
you shipped 25 products and only one 
of them was returned, you can simply 
enter =24/25 (or use cell coordinates) to 
get a figure of .96 or 96%. If you want to 
calculate change between numbers (200 
to 250, for example), you can use the 
formula =(250-200) /ABS(200) to get a 
growth rate of .25 or 25%. 
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> SUM OF TOTALS ACROSS 
MULTIPLE WORKSHEETS 

Let's say you keep track of sales 
figures over the years using the 
same Excel document. Not only 
do you want a record of your cur- 
rent year's sales, but you also want 
your sales figure from the previous 
year at the top of each sheet. This 
will require the use of the SUM 
function as well as some cross-sheet 
calculation. Using the SUM func- 
tion, =SUM(Sheetl!Al:A6) for in- 
stance, you can take numbers from 
the first sheet, add them together, 
and display them in a cell on the 
second sheet. 

> MATCH FUNCTION 

Excel's MATCH function makes it 
easier to find the location of a spe- 
cific figure relative to its order in a 
column. For instance, if you are 
searching for the number 780 in a 
column of 30 cells, you can type the 
formula =MATCH(780,B1 :B30,0) 
to find your exact match. If the in- 
formation is located in the 15th 
cell, for instance, you'll receive the 
result of 15 from the formula. You 
can also use a 1 or -1 modifier in 
place of the to find the number 
that is greater than or less than your 
desired figure. 

GROUND UP OR DOWN 

If you work with figures that have 
multiple decimal numbers and need 



B 



100 
200 
300 
400 
500 
600 



Cross-sheet calculation makes it 
possible to link formulas across 
multiple sheets in the same 
workbook, so you don't have to 
copy and paste information or 
calculate figures outside of Excel. 



The MATCH 
function is helpful 
if you want to find 
a specific figure in 
a long column of 
numbers. It shows 
you where your 
query is located in 
relation to the array 
you provide in 
the formula. 
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Product 










2 


Desktops 


267 








3 
4 


Laptops 
Smartphones 


3S9 
780 








5 
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Tablets 


1,898 
175 








Printers 
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=MATCH(780, B2:B6,0} 








- 11 
1 -> 





to round up or down to a specific 
decimal place, then Excel has two 
easy functions you can use to get 
the job done: ROUNDUP and 
ROUNDDOWN. For example, take 
a number you want to round up, 
such as 12,345.678 and decide 
what decimal place you want to 
round to. Then, use the function 
=ROUNDUP(12,345.678, 2) and 
Excel will automatically round it up 
to 12,345.68. 

> WORKDAY FUNCTION 

WORKDAY lets you take a start 
date and a number of days to de- 
termine what your end date will 
be with weekends and holidays 
taken into account. For example, 
you need to enter the DATE for- 
mula, we'll use =DATE(2013,1,3) 
into the Al cell, and a specific 
number of days in the A2 cell, 
we'll use 18, you can use the for- 
mula = WORKDAY(Al, 
A2) to find your end date, 
which in this case is March 
27, 2013. You can also add 
holidays to the formula 
by entering the dates into 
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Total 






2 


2100 
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=SUM(Sheetl!Al:A6) 






4 








5 









cells and adding them to the end 
of the formula ^WORKDAY (Al, 
A2, A3:A9), which will change the 
end date. 

> DISPLAY CURRENT 
DATE & TIME 

Excel's NOW function is a quick 
and easy way to display the cur- 
rent date and time in your spread- 
sheet. Type =NOW() into a field 
and the date and time will appear. 
This information doesn't update 
automatically, but rather every 
time you make a calculation with- 
in the spreadsheet as well as every 
time you open that particular Excel 
document. 

> REPT FUNCTION 

Typing the same thing over and 
over can quickly get repetitive, 
especially if you need 32,767 in- 
stances of the same information. 
If you think that number is oddly 
specific, you're right. It's the max- 
imum number of times you can use 
the REPT function, according to 
Microsoft. To use the REPT func- 
tion, simply take a word, number, 
or other entry ("Repeat," in this 
instance) and tell Excel how many 
times you want it repeated by 
typing =REPT("Repeat " ,5) into 
a cell. You can also use this func- 
tion to better visualize data. For 
instance, you can use symbols to 
represent sales figures or your 
amount of customers and watch 
your growth over time. 
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Quick Cloud Collaboration 

KEEPS PROJECTS IN SYNC 



AS THE NUMBER OF EMPLOYEES doing 

business outside the walls of the tra- 
ditional office environment increases, 
companies of all sizes are adopting new 
ways of getting work done. Namely, 
they're moving toward more flexible, 
efficient cloud-based services. Although 
the purposes of online SaaS (software 
as a service) options vary, users are tak- 
ing advantage of seamless conferencing, 
file sharing, idea generating, and so 
much more. Read on to find a service 
that suits your collaborative needs. 

>► TAKE DOCUMENTS 
OFFLINE 

It seems inevitable that wireless In- 
ternet availability determines when 
and where you edit online documents 
while you are on the road. But with the 
help of the right device-specific offline 
app, you don't have to postpone work 



until you are within range of a Wi-Fi 
hotspot. Some basic apps primarily let 
you read docs offline, whereas more 
feature-packed options let you edit and 
save changes to collaborative docu- 
ments, spreadsheets, and presentations. 
Microsoft, for instance, provides a solu- 
tion for offline workers through Office 
365 's SharePoint Online ( office365.micro 
soft.com ). Using the program's MySite 
tool, you can create copies of documents 
on your PC and work on them when 
you are offline. Then, when you connect 
to the cloud again, SharePoint automati- 
cally syncs your work. 

> DON'T FORGET 
YOUR WEBCAM 

Collaboration is accomplished on an 
international level these days, which 
means that face-to-face conversations 
with globetrotting team members are 



commonly conducted via LCD touch- 
screens. Whether you're working on a 
smartphone, tablet, laptop, or PC, using 
your webcam as a collaboration tool 
connects you to colleagues and clients 
more intimately than the routine confer- 
ence call. We suggest using a videocon- 
ferencing app or software that supports 
multiuser conversations. Some options 
let you incorporate shared whiteboards 
and simultaneous document editing. 

> CONSIDER USING 
FILE-SHARING TOOLS 

If you need to share documents that 
don't contain particularly sensitive data, 
you can do so using a file-sharing ser- 
vice. Most file-sharing services let you 
securely upload and store a limited num- 
ber of gigabytes (2 to 5GB is common) 
of data. Some services also give you the 
tools to organize your files. Sharing from 
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Sale Prices 

Contoso Hotel - Chicago agrees to purchase Fabrikarp furniture according to the following prices: 



Furniture Price Quantity 


King-size Bed 


$8,100 


40 


Queen-sue Bed 


$7,500 


50 


3-drawer Chest 


$2,000 


7 


Ottoman 


$450 


85 



Cost of Si 

Gontoso Hotel 

th.s f rJ Ij-MJLnirun n 



Autiion, editing this duiuiiient 



irikam for furniture purchased within 60 days of placing an order base 



With a cloud service such as Microsoft Office 365, you can co-author Word documents, 
Excel sheets, and other files with colleagues. Unlike traditional Office products, you don't 
have to save a separate version for yourself or wait until another person closes the file. 
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If you're a Windows Phone user, you can easily access Office 365 apps from your device. 
Specifically, you're able to start a new OneNote page, create a new Office document, or 
edit files saved in SharePoint. 



your mobile device makes on-the-go 
collaboration convenient, so it's ben- 
eficial to check out file-sharing apps ap- 
propriate for your device. 

> CONSIDER ONLINE 
PRODUCTIVITY TOOLS 

A plethora of Web apps fall under the 
umbrella of "productivity," but in no 
way is that a bad thing because there is 
an app for practically every task, prior- 
ity, project, and goal. For instance, you 
can use project management tools to 
juggle deadlines, manage to-do lists, 
track workflows, and more. Adding to 
these capabilities, Microsoft Office 
365 gives team members shared ac- 
cess to master documents via user- 
created intranet sites, so they can edit in 
real-time and manage file access among 
customers and partners. 

> USE WHITEBOARDS 

When you can't meet in person, you 
and your virtual team can interact and 
brainstorm on full-featured online 
whiteboards. Browser-based white- 
boards typically let you invite meeting 
participants to create and sketch on the 
same board. A number of whiteboard 
apps also support real-time collabora- 
tion in which everyone in the session is 
an equal participant. This is a good tool 
for tablet users who want to share ideas 
on the go but need input from others. 

> ACCOMPLISH MORE WITH 
WEB APPS THAT COMBINE 
DIFFERENT CAPABILITIES 

Multitaskers take note: Not only can 
you collaborate with more team mem- 
bers in the cloud than ever before, but 
you can also complete more tasks with- 
in the same service. Want to walk your 
team through a live slideshow from 
a presentation sharing service? No 
problem. Need to create flow diagrams 
and share relevant images with your 
colleagues online? There's a service for 
that. And, if your team and a third-party 
developer are working on a website, 
for example, you can work together in 
a virtual space where anyone can add 
comments, crop images, and more. 



> MANAGE TIME & TASKS 

Organizing schedules and all the as- 
sociated meetings, deadlines, projects, 
and so forth can become a daunting 
task. Among the available cloud-based 
sites and mobile device apps, you can 
find apps and services that will help 
you manage your work life. Consider 
utilizing event-based planners, group- 
oriented reminder apps, services for 
meeting coordination, and visual to-do 
lists to keep your busy life on track. 

> PRINT DOCUMENTS 

When you need to print content from 
your mobile device, you can use one 
of many available apps to print docu- 
ments to supported printers anywhere 



in the world. For example, if you are 
working on a presentation on your 
tablet while traveling and need to 
distribute copies to colleagues, you 
can print the presentation to a print- 
er in your main office. Some mobile 
printing apps let you search a direc- 
tory for nearby printers (such as those 
in hotels or airports) or locate a print- 
er via GPS, so if you need to print a 
boarding pass or other content from 
your device while traveling, you can 
do that, too. Some cloud-based print- 
ing apps and services also provide the 
option to print by sending an email 
attachment to a supported printer, or 
to print documents saved in an online 
storage service. 
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Solve Laptop-Projector 

SETUP PROBLEMS 



You're ready to give your presenta- 
tion, but until that first slide appears 
on the big screen, you can never be 
sure that your equipment has got 
your back. We can't tell you not to 
worry, but these handy tips should 
help bail you out if your presentation 
goes south. 

> HARDWARE & CABLE 
CONNECTIONS 

It can be difficult to track down the 
source of problems that occur when 
connecting a notebook and projector. 
Following are some things to watch for. 



Video. Turn off all equipment and 
connect your notebook's video out port 
to the projector. The usual connection 
choices for a notebook are VGA (Video 
Graphics Array), DVI (Digital Visual In- 
terface), HDMI (HD Multimedia Inter- 
face), and DisplayPort. Many projectors 
have VGA and one or more digital con- 
nections. If possible, use a digital connec- 
tion for high quality. 

Sound. Some HDMI and Display- 
Port digital video connections can carry 
audio through the same port, but both 
notebook and projector must support 
audio over the digital video connection. 



If you are using a wireless device, make sure 
the notebook has the appropriate wireless 
connection enabled. 



Traditionally, audio is connected using 
the notebook's audio out jacks and the 
projector's audio in ports; both of these 
are often RCA or 3.5mm. If you're not 
using the projector's built-in speakers, 
make sure you connect your notebook's 
audio out to the sound system you 
intend to use and turn the volume down 
on the projector's speakers. 

Mouse. If you are using a mouse, or 
a remote mouse controller, make sure 
the controller/mouse is connected, 
usually through the notebook's USB 
port. If you are using a wireless device, 
make sure the notebook has the ap- 
propriate wireless connection enabled. 
This is typically Bluetooth or a USB 
port wireless dongle. 

> NETWORK CONNECTION 

Many venues supply network projec- 
tors, which are made available as a 



70 November 201 3 / www.pctoday.com 



BUSINESS TRAVEL 91 1 

ON-THE-GO TECH SUPPORT 



TOP flj) NOTEBOOK-PROJECTOR 
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Turn off all equipment 
before connecting the note- 
book to the projector. 

If possible, use a digital 
connection to ensure a 
high-quality presentation. 

If you're not using the pro- 
jector's built-in speakers, 
turn them down and con- 
nect the notebook's audio 
out to the sound system. 

If you're using a wireless 
mouse or controller, make 
sure you can establish the 
wireless connection. 

Use the straightforward 
network connection feature 
in Win7 to connect to a net- 
work projector. 

If there is no video, check 
all the ports and then 
check Windows' Screen 
Resolution settings. 

Out-of-range messages can 
be solved by adjusting the 
screen resolution. 

When a projected image 
isn't proportionally correct, 
try repositioning the pro- 
jector and/or changing the 
projector's keystone setting. 

If a display turns off during 
a presentation, check the 
notebook's power manage- 
ment settings. 

If video isn't displaying cor- 
rectly, change the Display 
settings to make the pro- 
jector the primary display. 



shared resource. Making a connection 
to a network projector is as easy as plug- 
ging your notebook into the corporate 
network via wired or wireless Ethernet. 
Check with the company's IT staff for 
specifics. Once connected, use the net- 
work connection wizard in Windows 7 
to find the projector you wish to use: 

Click Start (the Windows button in 

the bottom-left corner of the screen). 

Click All Programs. 

Click Accessories. 

Click Connect To A Network 

Projector. 

The network connection wizard may 
inform you that your notebook's 
firewall is blocking the ability to 
connect with the projector. Click to 
establish the network connection. 
Either have the wizard search for 
available network projectors or 
enter the projector's address manu- 
ally if it is available. 

Once connected, a Network Presen- 
tation window will minimize to your 
Taskbar. When you're ready to make 
your presentation, open the Network 
Presentation window and select Resume. 
Your notebook will treat the network 
projector like an external monitor. 

> NO VIDEO 

In many cases, your notebook will de- 
tect that you have a projector plugged 
into one of its video outputs and will 
automatically turn on the port. Not all 
notebooks do this, however; and even 
those that do can still have missing 
video if the notebook isn't set to dupli- 
cate the Desktop or extend it to the sec- 
ondary monitor (the projector). Many 
notebooks use a function key combina- 
tion to toggle the projector port on or 
off and set how you can use the dis- 
play. We recommend using the control 
panels in Win7: 

Right-click a blank area on the 

Desktop. 

Select Screen Resolution. 

Select the second display from the 

drop-down menu. 

Select Extend These Displays from 

the Multiple Displays drop-down 



menu. Your Desktop background 
should now appear on the projector. 

Win7 also has a pop-up display for 
selecting the content that is sent to the 
projector. Press the Windows-P keys to 
bring up the four possible selections: 

Computer only (turns the projector 

display off) 

Duplicate (mirrors your computer's 
Desktop on the projector) 

Extend (uses the projector as an ex- 
tension of your Desktop) 

Projector only (turns off your note- 
book's display and uses the projector 
as the main display) 

> VIDEO IS OUT OF RANGE 

When the projector can't reconcile a 
video signal from a notebook with its 
preset resolution, it displays an out-of- 
range message. To solve this in Win7: 

Right-click a blank area on the 

Desktop. 

Select Screen Resolution. 

Select the display associated with 

the projector. 

> Use the resolution drop-down 
menu to adjust the resolution to 
the correct value. Try 800 x 600 or 
1,024 x 768 as these are resolutions 
that many projectors can handle. 

> DISPLAY TURNS OFF 

If the projector's display turns off 
during your presentation, check your 
notebook's power management fea- 
ture, especially if you're running the 
notebook off of its battery. Whenever 
possible, use your AC adapter to run 
your notebook. 

> VIDEO WONT DISPLAY 
OR IS CHOPPY 

Your slide presentation works fine, 
but when you try to show a video, all 
you see is a blank window or a choppy 
rendition of the video. Trying to display 
a video on two monitors can be too 
much for a video card that has marginal 
graphics capabilities. If video isn't dis- 
playing correctly, change the Display 
settings to make the projector the pri- 
mary display. 
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Certified Piedmontese 





M CERTIFIED% 

Piedmontese 



Certified Piedmontese® beef tastes great: lean and tender, juicy and delicious. 
But there's more to it than just flavor. Certified Piedmontese is also low in fat 
and calories. At the same time, it's protein-rich with robust flavor and premium 
tenderness. Incredibly lean, unbelievably tender: It's the best of both worlds. 



By Great Plains Beef, 



piedmontese.com 



